Shielding Jane and John: Can the Media
Protect Anonymous Online Speech?
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Subpoenas to reporters for their sources
and other unpublished information have
long threatened important speech and
press interests. The reporter’s privilege
has done a fair job of moderating the
battle between those interests and the
competing needs of parties in civil and
criminal actions. But a new kind of
subpoena has complicated this carefully
negotiated balance, bringing a distinct
type of source and a different constitu-
tional speech interest into the equation.

Media companies are receiving
with dramatically increasing frequency
subpoenas seeking the identifying
information of those who have posted
comments anonymously to the compa-
nies’ websites. Consider this scenario:
A newspaper publishes an article on its
website reporting on a newly filed sexual
harassment and defamation lawsuit.
Within hours, a broad and heated debate
roars in the comments section. Within
days, the plaintiff serves the newspaper
with a subpoena seeking all identifying
information about various individuals
who, using pseudonyms, participated in
the debate. The plaintiff wants to name
some of the anonymous posters as defa-
mation defendants. She claims the others
appear to be witnesses with important
information relevant to her claims.

The posters have a qualified consti-
tutional right to anonymity: the U.S.
Supreme Court has held on numer-
ous occasions that the First Amend-
ment grants substantial protection to
anonymous speech.! So how should the
company respond? One rational course
is to remain neutral and let the other
parties, including the posters, argue
over whether disclosure is appropriate.
The company is immune from liability
for the allegedly defamatory remarks
of the posters, so why should it expend
resources urging protection of their iden-
tities?? On the other hand, anonymous
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posters bring valuable information to
media websites that can enhance not
only public dialogue, but also the com-
pany’s own reporting.

For these reasons, many media com-
panies are choosing to fight subpoenas
seeking the identities of anonymous
posters with the same vigor they use to
fight subpoenas seeking more traditional
unpublished information. They view pro-
tecting the right to speak anonymously
as important for both normative and
practical reasons. Anonymous commen-
tary—both online and off—is credited
with identifying solutions for political,
social, and cultural challenges; promot-
ing unconventional ideas; and catalyzing
community development and transforma-
tion.* The vitality such speech brings to
online forums can increase online reader-
ship. Advocacy in this arena can protect
that growing readership and new digital
revenue streams as well.* And the media
are obviously well equipped to articulate
and advance the posters’ speech rights.’

But the law in this area remains in
relative infancy, and media companies
fighting these battles are still addressing
numerous open questions. How should
the law accommodate the speech rights
of the anonymous posters while safe-
guarding plaintiffs’ right to a remedy
for reputational or other injury? Is the
reporter’s privilege equipped to balance
the interests? Or are other balancing tests
necessary? What can media companies
do to influence the outcome of these
questions? And do they have standing
to do so? This article explores the legal
landscape in an effort to answer these
questions and aid media companies in
formulating successful and cost-effective
responses to subpoenas for information
regarding anonymous posters.

Form of the Subpoenas

A subpoena seeking the identity of an
anonymous poster may arise in vari-
ous ways. Most frequently, a plaintiff
commences a lawsuit against a Jane or
John Doe defendant and then moves
for issuance of a pre-service discovery
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subpoena on the owner of the website on
which the offending material was posted,
the anonymous poster’s Internet service
provider (ISP), or both.® Alternatively, the
suit is filed only against, or also against,
the website or ISP, and the plaintiff serves
a simple discovery request on those par-
ties.” In a copyright dispute, a plaintiff
may obtain issuance of a prelitigation
subpoena under the Digital Millennium
Copyright Act (DMCA).® While most

of the subpoenas litigated thus far have
sought the identity of the posters in order
to name them as defendants, parties in
some cases have issued subpoenas seek-
ing the identity of nonparty anonymous
posters—individuals whose speech is not
alleged to have caused any harm but who
are considered potential witnesses in an
ongoing lawsuit.’

The subpoena typically requests “all
identifying information” regarding the
poster and often identifies that person by
the pseudonym under which he or she
posted, or by the date and time of the
post. Some subpoenas specifically seek
the IP address'® of the computer from
which the person posted the comments
to the website, as well as the information
obtained from the poster when he or she
registered with the website, which often
includes the person’s name and e-mail
address."" Because many people register
using fake names and nondescript e-mail
addresses, the IP address is often the most
valuable piece of information sought.'?

Does a Media Company Have
Standing to Assert an Anonymous
Poster’s Rights?

The primary defense asserted by media
companies that challenge these subpoe-
nas is that compliance would violate the
First Amendment right of the posters to
speak anonymously. But does a media
company have standing to assert that
right? Although there is very little case
law addressing the issue, the trend
among those courts presented with the
question is to hold that entities such as
newspapers, ISPs, and website hosts
may, under the principle of jus tertii
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standing, assert the rights of their read-
ers and subscribers.

In December 2008, in Enterline
v. Pocono Medical Center, a federal
district court expressly held, as a matter
of first impression, that a newspaper
had standing to assert the constitutional
rights of anonymous posters to its
website.!® The court concluded that “the
relationship between [the newspaper]
and readers posting in the [n]Jewspaper’s
online forums is the type of relationship
that allows [the newspaper] to assert the
First Amendment rights of the anony-
mous commentators.”'* The court further
held that (1) “the anonymous commen-
tators to the [newspaper] website face
practical obstacles to asserting their
own First Amendment rights” because
doing so would require revelation of
their identities; (2) the newspaper itself
“displays the adequate injury-in-fact to
satisfy Article III’s case or controversy
requirements”; and (3) the newspaper
“will zealously argue and frame the is-
sues before the Court.”"

Similarly, in In re Subpoena Duces
Tecum to AOL, Inc., a Virginia appellate
court held that an ISP had standing to as-
sert the First Amendment rights of anony-
mous posters who were its subscribers
because if the ISP “did not uphold the
confidentiality of its subscribers, as it has
contracted to do, absent extraordinary cir-
cumstances, one could reasonably predict
that [its] subscribers would look to AOL’s
competitors for anonymity.”'¢

There are few decisions on this issue,
however, and the requisite nature of the
relationship between the subpoena recipi-
ent and the anonymous speaker has not
been well developed by the courts. While
some decisions appear to require that the
recipient risk financial loss or demon-
strate a “close relationship” with the
speaker,!” others do not.'® Thus, a media
company defending against a charge that
it lacks standing to assert the rights of the
anonymous poster should consider sup-
porting its argument with analogous cases
outside the Internet context."

How Do Courts Balance the
Competing Rights?

The First Amendment right to speak
anonymously is not absolute and must
be balanced against an aggrieved party’s
right to seek redress for injury.?® Neither
the U.S. Supreme Court nor any fed-
eral circuit court®! has considered in a
published decision the proper calculus

for balancing the conflicting rights of

an anonymous online speaker and an
allegedly injured party.?? In the absence
of such guidance, federal and state

trial courts have developed a range of
standards that plaintiffs must satisfy in
order to obtain information related to the
speaker’s identity.?

The critical element in each of the
tests articulated by the courts is the de-
gree of burden imposed on the plaintiff
to demonstrate the viability of his or her
case before the anonymous poster will
be unmasked. Various other procedural
and substantive requirements are typi-
cally included, but the battleground in
the cases is whether the burden should
be high or low. As set forth below, a
somewhat unified high-burden test has
recently begun to emerge: the prima
facie case or summary judgment test.

A number of distinct low-burden tests
remain, however, including motion to
dismiss, good cause, and good faith.*

Although general rules are difficult to
divine in this emerging area of the law,
it can be fairly said that courts primar-
ily consider the type of speech at issue
in determining what degree of burden
to apply to a particular plaintiff. Thus,
where expressive speech is at issue, as in
defamation cases, courts tend to apply a
high-burden test, and where the speech
is alleged to constitute a copyright or
trademark infringement, courts tend to
apply a low-burden test.

The application of a stringent standard
in cases involving expressive speech
is consistent with the Supreme Court’s
recognition of the “honorable tradition of
advocacy and of dissent” that is anony-
mous speech? as well as the nation’s
historical practice of “accord[ing] greater
weight to the value of free speech than to
the dangers of its misuse.”””’ Equally so,
the application of a decidedly lower bar
in infringement actions accords with the
fact that copyright owners’ rights are also
rooted in the Constitution,?® as well as
the view that allegedly infringing activi-
ties only minimally constitute speech, if
at all.?® As media companies increasingly
find themselves bringing infringement
suits for online content, the mainte-
nance of this general dichotomy will be
important in permitting them to unmask
infringing posters while, at the same
time, asserting the rights of anonymous
posters engaged in expressive speech.

Fortunately, courts have demon-
strated a willingness to look beyond the

plaintift’s characterization of its claims in
evaluating how to categorize the type of
speech at issue. At least one court focused
on the gravamen of the case in deciding
which standard to apply when a variety
of claims were asserted.*® And another
squarely rejected “the notion of adopting
standards that depend on the manner in
which a plaintiff has framed its claim” be-
cause doing so “could encourage assertion
of non-defamation claims simply to reap
the benefit of a less-stringent standard.”!
There have been very few cases in
which the anonymous poster is sought
simply as a witness—that is, where the
poster is alleged to possess information
relevant to the case and is not sought

The vitality that
anonymous speech brings
to online forums can
increase readership and
revenue for the company.

as a potential party—and it remains
unclear how courts will handle such
cases. Whereas one court concluded that
the same high-burden test should apply
regardless of the anonymous speaker’s
role in the action,*? another court crafted
a lower-burden test akin to the federal
qualified reporter’s privilege to be ap-
plied solely in situations in which the
anonymous speaker is a nonparty.>3

Expressive Speech: The Prima Facie
Case or Summary Judgment Test
The prevailing view among courts
called upon to consider what test should
apply in cases involving expressive
content is that the plaintiff should be
required to put forth sufficient evidence
to support a prima facie case, or, put
differently, to withstand a hypothetical
summary judgment motion. The most
often cited decisions in this category are
Dendrite International, Inc. v. Doe
No. 3** and Doe v. Cahill

In Dendrite, a New Jersey appellate
court held, in a defamation action, that
“[t]he complaint and all information
provided to the court should be carefully
reviewed to determine whether plaintiff
has set forth a prima facie cause of ac-
tion.”*® Several courts have applied this
standard in cases alleging defamation
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and other torts.”” In Cahill, another defa-
mation case, the Supreme Court of Dela-
ware expressly adopted this element of
the Dendrite test, but framed it in terms
of defeating a hypothetical summary
judgment motion: “[B]efore a defama-
tion plaintiff can obtain the identity of
an anonymous defendant through the
compulsory discovery process he must
support his defamation claim with facts
sufficient to defeat a summary judgment
motion.”*® The court made clear that the
plaintiff need not produce evidence on a
particular element if that evidence is not
“within the plaintiff’s control,” such as
evidence of actual malice.*® This case,
too, has been followed by several courts
in defamation and other tort actions.*’
The Cahill court’s articulation of the
test in summary judgment terms has
generated both confusion and criticism.
Despite the fact that the court in Cahill
plainly believed this element of its test
was the same as that of Dendrite—the
court spoke in the same breath of “the
prima facie or ‘summary judgment
standard’”*'—some courts have viewed
Cahill as setting forth a different stan-
dard, one that has been viewed by some
courts as less burdensome*? and by others
as more burdensome® than Dendlrite. In
Krinsky v. Doe 6, a California appellate
court concluded it was “unnecessary and
potentially confusing to attach a proce-
dural label, whether summary judgment
or motion to dismiss, to the showing
required.”* Hinging the standard to a
procedural device was fraught with dif-
ficulty, the court concluded, given that
“subpoenas in Internet libel cases may
relate to actions filed in other jurisdic-
tions, which may have different standards
governing pleadings and motions.”*
Perhaps as a result, it appears that the
groundswell is moving slightly away
from the summary judgment formula-
tion of Cahill and in the direction of
the prima facie test announced by the
Dendrite court. The latter is the standard
adopted by a California appellate court
last year in Krinsky.*® And Maryland’s
high court recently settled on the prima
facie standard in an exhaustive opinion
issued in February 2009 in Independent
Newspapers, Inc. v. Brodie.*” At bottom,
however, the prima facie and summary
judgment tests impose similar burdens in
terms of how strong a case the plaintiff
must present to the court,* essentially
requiring sufficient evidence to create a
jury issue on the underlying claim, and

both tests are very speech protective.

Some courts, beginning with Dendlite,
have held that, once the plaintiff has
satisfied its burden, the court should then
balance the First Amendment rights of the
anonymous poster against the strength of
the plaintiff’s case and the necessity of the
disclosure.” The Cahill court and others
have deemed this additional step unneces-
sary, concluding that either the substan-
tive law of defamation, or the summary
judgment test itself, already achieves this
balancing of the competing rights of the
anonymous poster and the plaintiff.*

But at least one court has expressly
criticized the elimination of this element
in Cahill, asserting that such balanc-
ing “is necessary to achieve appropriate
rulings in the vast array of factually
distinct cases likely to involve anony-
mous speech.” In Mobilisa, Inc. v. Doe,
the Arizona Court of Appeals noted that
“surviving a summary judgment on ele-
ments not dependent on the anonymous
party’s identity does not necessarily
account for factors weighing against dis-
closure,” such as where the anonymous
poster is a nonparty witness with the
same information that is in the control of
other witnesses.*? The court also con-
cluded that, without the balancing step, a
court “would not be able to consider fac-
tors such as the type of speech involved,
the speaker’s expectation of privacy, the
potential consequence of a discovery
order to the speaker and others similarly
situated, the need for the identity of the
party to advance the requesting party’s
position, and the availability of alterna-
tive discovery methods.”? As discussed
below, however, other courts account for
these factors by expressly including them
as additional elements of their analysis.

Infringing Speech: The Motion to
Dismiss and Good Cause Tests
Where the speech at issue is challenged
on grounds that it infringes intellectual
property rights or otherwise constitutes
a business tort, many courts have ap-
plied—or at least nominally applied—
either a motion to dismiss standard or a
good cause standard.

Motion to Dismiss

In Columbia Insurance Co. v. Seescandly.
com, a federal district court in California
held that discovery of an anonymous
defendant’s identity in an action for trade-
mark infringement and other business
torts would be allowed when the plaintiff
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“establish[ed] to the Court’s satisfaction
that plaintiff’s suit against [the speaker]
could withstand a motion to dismiss.”*

Despite the court’s reference to
“withstand[ing] a motion to dismiss,”
it in fact set a higher bar than the basic
Rule 12(b)(6) standard. The court
explained that a plaintiff should not
be permitted to rest on a well-pleaded
complaint but rather must make “some
showing that an act giving rise to civil
liability actually occurred and that the
discovery is aimed at revealing specific
identifying features of the person or
entity who committed that act.” Indeed,
the court likened the standard “to the
process used during criminal investiga-
tions to obtain warrants,” i.e., a probable
cause standard, and examined evidence
in the record before reaching the conclu-
sion that the plaintiff had satisfied it.*

Other courts have similarly purported
to apply a motion to dismiss-type stan-
dard while actually requiring something
more than just stating a viable claim.
For example, in a case involving claims
for unfair and deceptive trade practices,
unfair competition, tortious interference
with business relations, and defamation,
a federal district court in North Carolina
adopted a motion to dismiss standard but
then appeared to assess the credibility
of the plaintiff’s averments.’” And the
Supreme Court of Wisconsin adopted a
motion to dismiss standard in a defama-
tion case, observing that such a standard
would provide more protection in Wis-
consin than it would in other jurisdic-
tions because Wisconsin law requires all
plaintiffs alleging a defamation claim to
plead with particularity.*®

One oft-cited case from the Southern
District of New York, Sony Music Enter-
tainment Inc. v. Does 1-40,% sets forth a
slightly less speech-protective motion to
dismiss test that, with very few excep-
tions, has been applied only in copyright
infringement actions involving peer-to-
peer file-sharing networks. In Sony, the
court examined several factors it said
other courts had considered—and should
consider—when evaluating subpoenas
seeking identifying information from ISPs
regarding subscribers, including whether
the plaintiff made “a concrete showing of
a prima facie claim of actionable harm.”®!
Although the court’s use of the term
“prima facie” makes the Sony test appear
at first blush to be more speech protec-
tive than the Seescandy test, it is not. The
court held that a plaintiff could satisfy
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How to Minimize the Risk of Liability for Subpoena Responses

The appropriate response to a subpoena
seeking information about the identity
of an anonymous speaker necessarily
will vary from case to case. But media
companies always should take the
following steps to minimize legal risk
associated with such responses.

Preserve the Information Sought
The company should immediately seek
to preserve the electronic and other
information sought by a subpoena,
including electronic information that
ordinarily would be stored only tempo-
rarily.! The failure to do so may result
in sanctions for spoliation.?

Review Terms of Service and
Privacy Policies

When a company employs privacy
policies, terms of service, or any other
policy or agreement governing the
disclosure of information that could
identify anonymous posters, it should
comply with those policies—or face
the real possibility of being sued

by an anonymous poster for breach
of contract.® Accordingly, the com-
pany should evaluate and update such
policies with potential subpoenas for
anonymous website posters in mind.

Consider Notifying the Anonymous
Speaker

The subpoena recipient should consid-
er voluntarily notifying the anonymous
poster of the existence of the subpoe-
na.* The poster has the greatest interest
in protecting her right to anonymity,
and notification will provide her the
opportunity to respond directly.® Such
notice also may head off a potential
claim by the anonymous poster that
the subpoena recipient’s release of her

that requirement merely by alleging the
elements of ownership and copying in
some detail in the complaint, a lower
burden it justified by noting that, “[i]n
contrast to many cases involving First
Amendment rights on the Internet, a
person who engages in P2P file sharing
is not engaging in true expression.”®

Good Cause
The good cause test is the weakest stan-
dard created by the courts. It provides

identity breached a contract or resulted
in reputational or other injury.® The
Virginia legislature has created a noti-
fication form for use in such cases, as
has at least one federal court.’

Endnotes

1. See Columbia Pictures Indus. v.
Bunnell, No. CV06-1093FMCJCX, 2007
WL 2080419, at at *3, 7-8, 14 (C.D. Cal.
May 29, 2007) (ordering preservation and
production of server log data that was usu-
ally stored on the defendants’ website server
for approximately six hours).

2. See id. at ¥13—14 (declining to impose
sanctions in the absence of precedent impos-
ing duty to preserve information temporarily
stored in RAM).

3. See, e.g., Wargo v. Lavandeira, No.
1:08-cv-02035-LW (N.D. Ohio Oct. 3,
2008) (Dkt. No. 15) (dismissing for lack
of personal jurisdiction an action seeking
$25 million in damages for publishing an
anonymous poster’s name and work e-mail
address, along with the poster’s previously
anonymous comments, in violation of the
blog’s privacy notice); compare Meyer
v. Christie, No. 07-2230-JWL, 2007 WL
3120695, at *4 (D. Kan. Oct. 24, 2007)
(denying motion to dismiss breach of
contract claim and finding that “bank’s pri-
vacy policy constituted part of [plaintift’s]
bargained-for exchange with the bank™),
with Dyer v. Nw. Airlines Corps., 334 F.
Supp. 2d 1196, 1200 (D.N.D. 2004) (grant-
ing motion to dismiss breach of contract
claim because, inter alia, “broad statements
of company policy do not generally give rise
to contract claims”).

4. Where the company intends to file a
motion to quash, it may be more appropriate
simply to urge the court to adopt a procedure
to notify the anonymous posters of their
rights and permit them to assert those rights

no special protection for anonymous
speech; it is essentially the same test
employed by federal courts for authoriz-
ing expedited discovery in any ordinary
civil action under Federal Rule of Civil
Procedure 26(d). One court noted that
this standard should apply only in cases
either in which “‘First Amendment
rights are not implicated because the in-
formation sought by the subpoena does
not infringe [the Doe defendants’] rights
to engage in protected speech’” or the

in the event the court denies the company’s
motion to quash. See, e.g., Bizub v. Pater-
son, No. 2007CV1960 (Colo. Dist. Ct., El
Paso County, motion filed May 27, 2008)
(where the plaintiff issued an overbroad
subpoena seeking thirty-eight individuals’
identities, newspaper moved to quash and

urged the court to require notification only in

the event the motion was to be denied, and
the court quashed the subpoena, rendering
notification unnecessary).

5. When appropriate, the Doe defendant
or witness can be referred to an organization
that may provide or help obtain representa-
tion, such as Citizens Media Law Project
(http://www.citmedialaw.org); Electronic
Frontier Foundation (http://www.eff.org);
Public Citizen (http://www.citizen.org); or
the American Civil Liberties Union (http://
www.aclu.org). Alternately, the court may
appoint pro bono counsel. See, e.g., Doe |
v. Individuals, 561 F. Supp. 2d 249, 252 (D.
Conn. 2008).

6. See Gallucci v. New Jersey On-Line,
LLC, No. L-001107-07 (N.J. Super. Ct.,
filed on or about Feb. 5, 2007) (anonymous
poster, who alleged his identifying informa-
tion was revealed without notice by website
in response to subpoena, sued website but
later dismissed action); see also Jessup-Mor-
gan v. AOL, Inc., 20 F. Supp. 2d 1105 (E.D.
Mich. 1998) (awarding summary judgment
in favor of defendant on one claim and
dismissing all others in action for disclosure
of identity information pursuant to subpoena
without notice to plaintiff); see also supra
note 3.

7. See Va. CopE ANN. § 8.01-407.1(B);

London-Sire Records, Inc. v. Doe 1, 542

F. Supp. 2d 153 (D. Mass. 2008) (contain-
ing, in Appendix A, a court-directed notice
providing file sharers with information
about their rights and instructions on how to
secure counsel).

speaker’s First Amendment interests are
“exceedingly small.”** And courts have,
indeed, employed this standard only in
actions alleging copyright infringement
for the use of peer-to-peer file-sharing
networks.% These courts, which reject
the Sony court’s view that file sharers’
speech is entitled to at least “‘some
level of First Amendment protection,
hold that good cause exists where there
are “allegations of copyright infringe-
ment,” there is a “danger that the
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ISP will not preserve the information
sought,” the information sought is nar-
row in scope, and expedited discovery
“would substantially contribute to mov-
ing the case forward.”®’

Notification and Other Additional
Elements

Beyond the degree of burden placed on
the plaintiff, courts often have included
various other factors in their tests. The
most significant of these is the notifi-
cation requirement. Courts routinely
require that the anonymous poster be no-
tified of the subpoena and provided time
to respond. Generally, this process be-

The invocation of

reporter’s privilege in some

[contexts] may undermine

the privilege itself.

gins with the court ordering the plaintiff
to undertake efforts to inform the poster
that a suit has been filed or a subpoena
has been issued.® The Virginia General
Assembly codified this obligation in the
statute it enacted to govern the adjudi-
cation in civil cases of subpoenas for
anonymous online posters’ identities.*

In some instances, however, the re-
cipient of the subpoena may be obligated
to provide notice to the anonymous
posters. Some courts have held that it is
within their inherent authority to order
the party from whom the information is
sought to inform the anonymous speaker
about the pending discovery request.”
Virginia’s statutory scheme also re-
quires the subpoena recipient to notify
the anonymous poster via e-mail of the
receipt of the subpoena and to forward a
copy of the subpoena via registered mail
or commercial delivery service.”!

In addition to notification, courts
also have imposed a number of other
requirements in their tests. For example,
in Dendrite, the court “require[d] the
plaintiff to identify and set forth the
exact statements purportedly made by
each anonymous poster that plaintiff
alleges constitutes actionable speech.””?
In Seescandly, the court required that the
plaintiff identify the anonymous speaker
“with sufficient specificity,” set forth
“all previous steps taken to locate” the
anonymous speaker, and “file a request

for discovery with the Court, along

with a statement of reasons justifying

the specific discovery requested as well
as identification of a limited number of
persons or entities on whom discovery
process might be served and for which
there is a reasonable likelihood that the
discovery process will lead to identifying
information about defendant that would
make service of process possible.””* And
in Sony, after surveying various factors
applied by other courts, the court consid-
ered the “specificity of the discovery re-
quest,” the “absence of alternative means
to obtain the subpoenaed information,”
whether there was “a central need for

the subpoenaed information” to advance
the claim, and the anonymous speaker’s
“expectation of privacy.”™

Alternate Approaches to Balancing

The 2TheMart Test

Some courts have opined that the same
test should apply whether the anonymous
poster is sought as a defendant or merely
as a witness.” In Doe v. 2TheMart.com,
however, a federal district court in Wash-
ington created a separate test, one akin to
the federal qualified reporter’s privilege,
for a subpoena seeking the identifying
information of anonymous posters who
were sought solely as witnesses.” Under
the 2TheMart test, the subpoenaing party
must demonstrate, “by a clear showing
on the record,” that

(1) the subpoena seeking the informa-
tion was issued in good faith and
not for any improper purpose,

(2) the information sought relates to a
core claim or defense,

(3) the identifying information is
directly and materially relevant to
that core claim or defense, and

(4) information sufficient to establish
or disprove that claim or defense
is unavailable from any other
source.”

Although the court spoke in terms
of “good faith,” it explained that its
test imposed a “high burden,” one that
was “higher” than those that had been
applied by other courts at that time and
that could only be overcome in “excep-
tional” cases.” The court quashed the
defendant’s subpoena, holding that its
“extremely broad” nature evinced an
“apparent disregard for the privacy and
the First Amendment rights of the online
users” and that the information sought
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from the nonparty posters did not relate
to any of the defendant’s core affirma-
tive defenses.” Another federal district
court recently employed this standard
in similar circumstances, but noted that
application of this standard, which was
advocated by the subpoenaing plaintiff,
“allow[ed] the Court to resolve the pres-
ent issue on narrow grounds and [did]
not require the Court to determine the
full extent of the First Amendment right
to anonymity” at issue in the case.®

It is important to recognize that
2TheMart was one of the earliest pub-
lished decisions in this area of law. Now
that many other courts have imposed
higher-burden tests, even in situations
where an anonymous poster is a party
defendant, it would seem incongruous to
impose the lower-burden 27heMart test to
civil cases in which an anonymous poster
is sought merely as a third-party witness.

Virginia: The Good Faith Test

In one of the earliest decisions on the
subject, a Virginia court provided only
minimal protection for anonymous
speech in a defamation case, imposing

a test in which the court merely asked
whether the “pleadings or evidence”
demonstrate that “the party requesting
the subpoena has a legitimate, good faith
basis to contend that it may be the victim
of conduct actionable in the jurisdiction
where suit was filed and . . . the subpoe-
naed identity information is centrally
needed to advance that claim.”®" This
decision has been largely distinguished
or rejected by courts addressing claims
involving expressive speech.

The good faith test lives on in Vir-
ginia, however, and by its terms it applies
to all cases, whether they involve expres-
sive speech or not. In 2002, the Virginia
General Assembly codified a version of
the good faith test that appears on its face
to be as weak as that employed two years
earlier by the circuit court. The statute
requires the subpoenaing party to show
either that “one or more communications
that are or may be tortious or illegal have
been made by the anonymous communi-
cator, or that the party requesting a sub-
poena has a legitimate, good faith basis
to contend that such party is the victim
of conduct actionable in the jurisdiction
where the suit was filed.”®? No court has
yet interpreted or applied this statute in a
published decision, but the statute cannot
be dismissed as an outlier because AOL’s
corporate headquarters are in Virginia.®
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Other Tests

A few courts have developed tests

that are dissimilar from the standards
described above. In what is perhaps the
oddest example, one federal magistrate
judge created a test that distinguishes
between speech on matters of private
concern and speech on matters of pub-
lic concern, and confoundingly imposes
a greater burden on the plaintiff in the
former context. For speech on mat-
ters of private concern, the plaintiff
must show a “reasonable probability”
of prevailing on the merits. Where the
speech touches upon a matter of public
concern and the plaintiff is a public
figure (and thus required to demon-
strate actual malice), the plaintiff need
only show a “reasonable possibility”
of success on the merits.®* And while
the “reasonable probability” standard
appears to require the production of
some evidence, the court’s application
of the “reasonable possibility” standard
suggests that reliance on the pleadings
alone is sufficient.®

Additional Grounds for Quashing
the Subpoena

A comprehensive defense against a
subpoena for an anonymous poster’s
identity will often incorporate other
arguments as well. In addition to the
procedural arguments applicable to any
subpoena,®® a subpoena recipient might,
for example, assert the reporter’s privi-
lege, move to strike the subpoena under
laws designed to protect participation
in public dialogue, challenge jurisdic-
tion, invoke federal or other laws as a
shield, or argue that enforcement of the
subpoena would be futile.

Reporter’s Privilege

Depending on the contours of the re-
porter’s privilege in a particular jurisdic-
tion, media companies may have grounds
to defend against a subpoena for an
anonymous poster’s identity by assert-
ing that privilege. In Doty v. Molnar, an
action for defamation and false light inva-
sion of privacy, the plaintiff subpoenaed

a Montana newspaper for identifying in-
formation about various persons who had
anonymously posted comments to articles
in the newspaper’s online edition.?” The
newspaper moved to quash the subpoena
on the ground that it was privileged from
providing the information by Montana’s
Media Confidentiality Act, which broadly
provides, in pertinent part:

[N]o person, including any newspaper,
magazine, press association, news
agency, news service, radio station,
television station, or community an-
tenna television service or any person
connected with or employed by any
of these for the purpose of gathering,
writing, editing, or disseminating news
may be examined as to or may be
required to disclose any information
obtained or prepared or the source of
that information in any legal proceed-
ing if the information was gathered,
received, or processed in the course

of his employment or its business.®

The court granted the motion, becom-
ing the first court to quash a subpoena

to a media entity seeking the identities

of anonymous website posters on the
ground that a state shield law afforded a
privilege from disclosure of the informa-
tion.* The following month, state courts
in Florida and Oregon reached the same
result under their respective shield laws.*

More recently, an Illinois trial court
applied its state’s shield law to partially
quash a subpoena in a criminal prosecu-
tion for the murder of a child.”! There,
the government subpoena sought, from
a local newspaper, records leading to the
identity of five anonymous posters to the
newspaper’s website. Finding that two
of the posters’ comments related to “the
Defendant’s prior conduct, his propensi-
ties for violence, and relationship with
the child,” the court concluded that the
prosecution had overcome the shield law
privilege as to those two posters because
“the information sought is relevant, . . .
all sources of information have been
exhausted” since the prosecution had
already conducted 117 interviews, “and
first degree murder of a child impacts
the public interest.”””?> The court quashed
the subpoena as to the remaining three
posters because it found their comments
“appear[ed] to be nothing more than
conversation/discussion.””

Despite applying Illinois’s shield law,
the court strongly suggested that the
statute’s definition of “source” did not in-
clude individuals who voluntarily post in-
formation “in response to” an article, and
the court invited the legislature to clarify
the issue.” In this regard, the decision
is similar to that of a California appel-
late court in O ’Grady v. Superior Court,
which suggested, in dicta, that anonymous
website posters are not “sources” of news
protected by California’s shield law.”

The invocation of the reporter’s privi-
lege in this context at least theoretically
could undermine it. The combination of
shield law protection for the anonymous
poster and § 230 immunity for the web-
site host could leave legitimate plaintiffs
without a remedy. Legislators might
seek to narrow shield laws to rebalance
the poster’s and plaintiff’s competing
rights, and such legislative fiddling may
well have the unintended consequence
of encroaching on the protection pres-
ently enjoyed by the press for keeping
its more traditional sources of important
public information confidential. This
scenario seems more realistic in those
jurisdictions where shield law protection
is absolute. Plaintiffs with meritorious
claims against anonymous posters should
be able to overcome a shield law offering
qualified protection.

Anti-SLAPP Statutes

If the anonymous speech concerns an
issue of public interest, an anti-SLAPP
statute—a statute designed to curb Stra-
tegic Lawsuits Against Public Participa-
tion—may provide the defendant both
immunity from suit and attorney fees.”
California recently amended its anti-
SLAPP statute in a manner that should
deter frivolous efforts from outside
California to unmask anonymous posters
inside the state. Although the statute
previously could be used only to strike
a complaint, cross-complaint, petition,
or other pleading filed in a California
court,” on January 1, 2009, the law was
expanded to permit motions to strike
requests for subpoenas that originate
outside the state.”®

Lack of Subject Matter Jurisdiction

At least two federal courts have dis-
missed diversity actions against John
Doe anonymous posters for lack of
subject matter jurisdiction because the
citizenship of the defendant posters
was unknown.”

Other Laws
The Torture Victim Protection Act
(TVPA) and other laws may impose an
obligation on the recipient of a subpoena
not to disclose the identity of the anony-
mous speaker. In Xiaoning v. Yahoo! Inc.,
two Chinese dissidents sued Yahoo pur-
suant to the TVPA, alleging that Yahoo’s
disclosure of their identifying informa-
tion to the Chinese government upon its
(Continued on page 38)
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“Indecent” Speech in 2009
(Continued from page 3)

Thomas concluded, “In cases involv-
ing constitutional issues, that turn on
a particular set of factual assumptions,
this court must, in order to reach sound
conclusions, feel free to bring its opin-
ions into agreement with experience and
with facts newly ascertained.”

I agree. @

Endnotes
1. Jacobellis v. Ohio, 378 U.S. 184, 197
(1964).

2. 18 U.S.C. § 14064.

3. FCC v. Pacifica Found., 438 U.S. 726
(1979).

4.47 U.S.C. § 233(d).

5.521 U.S. 844, 851-53 (1997).

6.129 S. Ct. 1800 (2009).

7. Red Lion Broad. Co. v. FCC, 395
U.S. 367 (1969) (upholding the “fairness
doctrine” that discussion of public issues be
presented on each side of the issue because
the Government should be allowed to put
restraints on licensees in favor of others

whose views should be expressed on this
broadcast unique medium); Pacifica Found.,
438 U.S. 367 (allowing restraints on indecent
speech as “broadcasting . . . has received the
most limited First Amendment protection,”
both because of the “pervasive presence” of
the broadcast media in Americans’ lives and
the fact that broadcast programming was
“uniquely accessible to children”).

Protecting Anonymous

Online Speech?
(Continued from page 9)

request aided or abetted torture and other
injuries inflicted on the dissidents.'® In
addition, in the wake of the Yahoo action,
Congress drafted the Global Online Free-
dom Act, which, if enacted, would bar
U.S. companies from disclosing person-
ally identifiable information about online
users to foreign governments except for
“legitimate foreign law enforcement pur-
poses.”!%! Separately, technology compa-
nies and nongovernmental organizations
have launched the Global Network Initia-
tive, a coalition that has formulated a
code of conduct and a forum designed to
protect online free speech and privacy.'®?

Futility

A subpoena recipient also may argue
that enforcement of the subpoena—
even against an ISP—may be futile.
With the increased use of open net-
works as well as anonymizers, IP
disguisers, MAC spoofing, and similar
technological tools, the IP address
sought by a plaintiff may not conclu-
sively identify the anonymous speak-
er.!® As one court aptly analogized, just
as a telephone number is not neces-
sarily indicative of the person using a
phone at any given time, an IP address
may bear no relation to the anonymous
speaker; in fact, it may even mistakenly
identify an innocent third party.'%*

Conclusion
When a person has entrusted a media

company with her identity as she takes a
stand in public debate, there is significant
social and economic value in defending
against attempts by others to pierce the
veil of anonymity that emboldened her to
speak in the first place. An evaluation of
whether the company is well positioned
to advocate for a particular poster’s right
to anonymity raises numerous questions.
Is the company in possession of informa-
tion that could identify the poster? Does
the company have the legal, financial, and
practical ability to oppose the subpoena?
Do business considerations weigh in favor
of asserting the rights of the poster? What
type of speech is at issue? What test will a
court in that jurisdiction apply to account
for the First Amendment right of the
poster? Can and should the poster be noti-
fied of the subpoena? Does the poster’s
identity come within the ambit of a state
shield law? Even if it does, should that law
be invoked? What other grounds can be
asserted in support of a motion to quash?
Given the nascent state of the law, the
answers to these questions are not en-
tirely clear, either in the abstract or in any
particular case. But they are inarguably
important because they may change how,
and to what degree, people communicate
on the Internet. An industry that increas-
ingly must rely on Web-generated rev-
enues—and is experimenting with citizen
journalism efforts in part to do so—can
ill afford to ignore those changes. More
importantly, it cannot afford to ignore
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the evolution of jurisprudence defining a
First Amendment speech right, jurispru-
dence that could well end up influencing
how that Amendment applies in other
contexts of importance to the press. [4
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My Grandfather Went to Jail for Libel

(Continued from page 17)

system and his sense of integrity. Others
may think he was merely a pawn in a
political play. Regardless, what hap-
pened to him could happen again if,

as has too often happened, people feel
threatened and want to punish those with
whom they disagree. In those circum-
stances it is imperative that we allow the
broadest range of speech short of falsely
crying “fire” in a crowded theater. It
also demonstrates why we need to rid

ourselves of the threat of being charged
with criminal libel, which still remains
a statutory crime in seventeen states,
including Massachusetts, plus the U.S.
Virgin Islands.’ 4
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(Aug. 10, 2006), First Amendment Center,
available at http://www.firstamendment
center.org/analysis.aspx?id=17263.
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