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Subpoenas to reporters for their sources 
and other unpublished information have 
long threatened important speech and 
?'$00%-"&$'$0&01%7,$%'$?+'&$'G0%?'-=-3$#$%
,!0%6+"$%!%(!-'%B+5%+(% +6$'!&-"#%&,$%
battle between those interests and the 
competing needs of parties in civil and 
*'- -"!3%!*&-+"01%J9&%!%"$.%/-"6%+(%
subpoena has complicated this carefully 
negotiated balance, bringing a distinct 
type of source and a different constitu-
&-+"!3%0?$$*,%-"&$'$0&%-"&+%&,$%$89!&-+"1

Media companies are receiving 
with dramatically increasing frequency 
subpoenas seeking the identifying 
information of those who have posted 
comments anonymously to the compa-
"-$0G%.$50-&$01%C+"0-6$'%&,-0%0*$"!'-+R%
A newspaper publishes an article on its 
.$50-&$%'$?+'&-"#%+"%!%"$.3:%)3$6%0$>9!3%
,!'!00 $"&%!"6%6$(! !&-+"%3!.09-&1%
2-&,-"%,+9'0<%!%5'+!6%!"6%,$!&$6%6$5!&$%
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days, the plaintiff serves the newspaper 
with a subpoena seeking all identifying 
information about various individuals 
who, using pseudonyms, participated in 
&,$%6$5!&$1%7,$%?3!-"&-((%.!"&0%&+%"! $%
some of the anonymous posters as defa-
 !&-+"%6$($"6!"&01%P,$%*3!- 0%&,$%+&,$'0%
appear to be witnesses with important 
-"(+' !&-+"%'$3$=!"&%&+%,$'%*3!- 01
7,$%?+0&$'0%,!=$%!%89!3-)$6%*+"0&--
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Supreme Court has held on numer-
ous occasions that the First Amend-
ment grants substantial protection to 
!"+": +90%0?$$*,11 So how should the 
*+ ?!":%'$0?+"6j%F"$%'!&-+"!3%*+9'0$%
is to remain neutral and let the other 
parties, including the posters, argue 
+=$'%.,$&,$'%6-0*3+09'$%-0%!??'+?'-!&$1%
7,$%*+ ?!":%-0%-  9"$%('+ %3-!5-3-&:%
for the allegedly defamatory remarks 
of the posters, so why should it expend 
resources urging protection of their iden-
tities?2%F"%&,$%+&,$'%,!"6<%!"+": +90%

posters bring valuable information to 
media websites that can enhance not 
only public dialogue, but also the com-
?!":G0%+."%'$?+'&-"#1

For these reasons, many media com-
?!"-$0%!'$%*,++0-"#%&+%)#,&%095?+$"!0%
seeking the identities of anonymous 
posters with the same vigor they use to 
)#,&%095?+$"!0%0$$/-"#% +'$%&'!6-&-+"!3%
9"?953-0,$6%-"(+' !&-+"1%7,$:%=-$.%?'+-
tecting the right to speak anonymously 
as important for both normative and 
?'!*&-*!3%'$!0+"01%H"+": +90%*+  $"-
tary—both online and off—is credited 
with identifying solutions for political, 
social, and cultural challenges; promot-
-"#%9"*+"=$"&-+"!3%-6$!0k%!"6%*!&!3:I-"#%
community development and transforma-
&-+"1T%7,$%=-&!3-&:%09*,%0?$$*,%5'-"#0%&+%
online forums can increase online reader-
0,-?1%H6=+*!*:%-"%&,-0%!'$"!%*!"%?'+&$*&%
that growing readership and new digital 
'$=$"9$%0&'$! 0%!0%.$331Y And the media 
are obviously well equipped to articulate 
!"6%!6=!"*$%&,$%?+0&$'0G%0?$$*,%'-#,&01N

J9&%&,$%3!.%-"%&,-0%!'$!%'$ !-"0%-"%
relative infancy, and media companies 
)#,&-"#%&,$0$%5!&&3$0%!'$%0&-33%!66'$00-"#%
"9 $'+90%+?$"%89$0&-+"01%e+.%0,+936%
the law accommodate the speech rights 
of the anonymous posters while safe-
guarding plaintiffs’ right to a remedy 
(+'%'$?9&!&-+"!3%+'%+&,$'%-"B9':j%A0%&,$%
reporter’s privilege equipped to balance 
&,$%-"&$'$0&0j%F'%!'$%+&,$'%5!3!"*-"#%&$0&0%
"$*$00!':j%2,!&%*!"% $6-!%*+ ?!"-$0%
6+%&+%-"49$"*$%&,$%+9&*+ $%+(%&,$0$%
questions? And do they have standing 
&+%6+%0+j%7,-0%!'&-*3$%$>?3+'$0%&,$%3$#!3%
landscape in an effort to answer these 
questions and aid media companies in 
formulating successful and cost-effective 
responses to subpoenas for information 
'$#!'6-"#%!"+": +90%?+0&$'01

Form of the Subpoenas
A subpoena seeking the identity of an 
anonymous poster may arise in vari-
+90%.!:01%[+0&%('$89$"&3:<%!%?3!-"&-((%
commences a lawsuit against a Jane or 
John Doe defendant and then moves 
for issuance of a pre-service discovery 

subpoena on the owner of the website on 
which the offending material was posted, 
the anonymous poster’s Internet service 
?'+=-6$'%OAPDW<%+'%5+&,1U Alternatively, the 
09-&%-0%)3$6%+"3:%!#!-"0&<%+'%!30+%!#!-"0&<%
&,$%.$50-&$%+'%APD<%!"6%&,$%?3!-"&-((%0$'=$0%
a simple discovery request on those par-
&-$01S In a copyright dispute, a plaintiff 
may obtain issuance of a prelitigation 
subpoena under the Digital Millennium 
C+?:'-#,&%H*&%Og[CHW1Z%2,-3$% +0&%
of the subpoenas litigated thus far have 
sought the identity of the posters in order 
to name them as defendants, parties in 
some cases have issued subpoenas seek-
ing the identity of nonparty anonymous 
posters—individuals whose speech is not 
alleged to have caused any harm but who 
are considered potential witnesses in an 
+"#+-"#%3!.09-&1L

7,$%095?+$"!%&:?-*!33:%'$89$0&0%_!33%
identifying information” regarding the 
?+0&$'%!"6%+(&$"%-6$"&-)$0%&,!&%?$'0+"%5:%
the pseudonym under which he or she 
posted, or by the date and time of the 
?+0&1%P+ $%095?+$"!0%0?$*-)*!33:%0$$/%
&,$%AD%!66'$00KM of the computer from 
which the person posted the comments 
to the website, as well as the information 
obtained from the poster when he or she 
registered with the website, which often 
includes the person’s name and e-mail 
!66'$00111%J$*!90$% !":%?$+?3$%'$#-0&$'%
using fake names and nondescript e-mail 
!66'$00$0<%&,$%AD%!66'$00%-0%+(&$"%&,$% +0&%
=!39!53$%?-$*$%+(%-"(+' !&-+"%0+9#,&112

Does a Media Company Have  
Standing to Assert an Anonymous 
Poster’s Rights?
7,$%?'- !':%6$($"0$%!00$'&$6%5:% $6-!%
companies that challenge these subpoe-
nas is that compliance would violate the 
First Amendment right of the posters to 
0?$!/%!"+": +903:1%J9&%6+$0%!% $6-!%
company have standing to assert that 
right? Although there is very little case 
law addressing the issue, the trend 
among those courts presented with the 
question is to hold that entities such as 
"$.0?!?$'0<%APD0<%!"6%.$50-&$%,+0&0%
may, under the principle of jus tertii 
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standing, assert the rights of their read-
$'0%!"6%0950*'-5$'01
A"%g$*$ 5$'%VMMZ<%-"%Enterline 

v. Pocono Medical Center, a federal 
district court expressly held, as a matter 
+(%)'0&%- ?'$00-+"<%&,!&%!%"$.0?!?$'%
had standing to assert the constitutional 
rights of anonymous posters to its 
.$50-&$1KT%7,$%*+9'&%*+"*396$6%&,!&%_&,$%
'$3!&-+"0,-?%5$&.$$"%c&,$%"$.0?!?$'d%
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online forums is the type of relationship 
&,!&%!33+.0%c&,$%"$.0?!?$'d%&+%!00$'&%&,$%
First Amendment rights of the anony-
 +90%*+  $"&!&+'01`KY%7,$%*+9'&%(9'&,$'%
held that (1) “the anonymous commen-
&!&+'0%&+%&,$%c"$.0?!?$'d%.$50-&$%(!*$%
practical obstacles to asserting their 
own First Amendment rights” because 
doing so would require revelation of 
their identities; (2) the newspaper itself 
_6-0?3!:0%&,$%!6$89!&$%-"B9':@-"@(!*&%&+%
satisfy Article III’s case or controversy 
'$89-'$ $"&0`k%!"6%OTW%&,$%"$.0?!?$'%
_.-33%I$!3+903:%!'#9$%!"6%('! $%&,$%-0-
09$0%5$(+'$%&,$%C+9'&1`KN

Similarly, in In re Subpoena Duces 
Tecum to AOL, Inc1<%!%l-'#-"-!%!??$33!&$%
*+9'&%,$36%&,!&%!"%APD%,!6%0&!"6-"#%&+%!0-
sert the First Amendment rights of anony-
mous posters who were its subscribers 
5$*!90$%-(%&,$%APD%_6-6%"+&%9?,+36%&,$%
*+")6$"&-!3-&:%+(%-&0%0950*'-5$'0<%!0%-&%,!0%
contracted to do, absent extraordinary cir-
cumstances, one could reasonably predict 
&,!&%c-&0d%0950*'-5$'0%.+936%3++/%&+%HFXG0%
*+ ?$&-&+'0%(+'%!"+": -&:1`KU

7,$'$%!'$%($.%6$*-0-+"0%+"%&,-0%-009$<%
however, and the requisite nature of the 
relationship between the subpoena recipi-
ent and the anonymous speaker has not 
5$$"%.$33%6$=$3+?$6%5:%&,$%*+9'&01%2,-3$%
some decisions appear to require that the 
'$*-?-$"&%'-0/%)"!"*-!3%3+00%+'%6$ +"-
strate a “close relationship” with the 
speaker,KS%+&,$'0%6+%"+&1KZ%7,90<%!% $6-!%
company defending against a charge that 
it lacks standing to assert the rights of the 
anonymous poster should consider sup-
porting its argument with analogous cases 
+9&0-6$%&,$%A"&$'"$&%*+"&$>&1KL

How Do Courts Balance the  
Competing Rights?
7,$%;-'0&%H $"6 $"&%'-#,&%&+%0?$!/%
anonymously is not absolute and must 
be balanced against an aggrieved party’s 
'-#,&%&+%0$$/%'$6'$00%(+'%-"B9':1VM Neither 
&,$%b1P1%P9?'$ $%C+9'&%"+'%!":%($6-
eral circuit court21 has considered in a 
published decision the proper calculus 

(+'%5!3!"*-"#%&,$%*+"4-*&-"#%'-#,&0%+(%
an anonymous online speaker and an 
!33$#$63:%-"B9'$6%?!'&:122 In the absence 
of such guidance, federal and state 
trial courts have developed a range of 
standards that plaintiffs must satisfy in 
order to obtain information related to the 
0?$!/$'G0%-6$"&-&:1VT

7,$%*'-&-*!3%$3$ $"&%-"%$!*,%+(%&,$%
tests articulated by the courts is the de-
gree of burden imposed on the plaintiff 
to demonstrate the viability of his or her 
case before the anonymous poster will 
5$%9" !0/$61%l!'-+90%+&,$'%?'+*$69'!3%
and substantive requirements are typi-
cally included, but the battleground in 
the cases is whether the burden should 
5$%,-#,%+'%3+.1%H0%0$&%(+'&,%5$3+.<%!%
0+ $.,!&%9"-)$6%,-#,@59'6$"%&$0&%,!0%
recently begun to emerge: the prima 
(!*-$%*!0$%+'%09  !':%B96# $"&%&$0&1%
A number of distinct low-burden tests 
remain, however, including motion to 
6-0 -00<%#++6%*!90$<%!"6%#++6%(!-&,1VY

H3&,+9#,%#$"$'!3%'93$0%!'$%6-()*93&%&+%
divine in this emerging area of the law, 
it can be fairly said that courts primar-
ily consider the type of speech at issue 
in determining what degree of burden 
&+%!??3:%&+%!%?!'&-*93!'%?3!-"&-((1%7,90<%
where expressive speech is at issue, as in 
defamation cases, courts tend to apply a 
high-burden test, and where the speech 
is alleged to constitute a copyright or 
trademark infringement, courts tend to 
!??3:%!%3+.@59'6$"%&$0&1VN

7,$%!??3-*!&-+"%+(%!%0&'-"#$"&%0&!"6!'6%
in cases involving expressive speech 
is consistent with the Supreme Court’s 
recognition of the “honorable tradition of 
advocacy and of dissent” that is anony-
mous speechVU as well as the nation’s 
,-0&+'-*!3%?'!*&-*$%+(%_!**+'6c-"#d%#'$!&$'%
weight to the value of free speech than to 
&,$%6!"#$'0%+(%-&0% -090$1`VS%\89!33:%0+<%
the application of a decidedly lower bar 
in infringement actions accords with the 
fact that copyright owners’ rights are also 
rooted in the Constitution,VZ as well as 
the view that allegedly infringing activi-
ties only minimally constitute speech, if 
!&%!331VL As media companies increasingly 
)"6%&,$ 0$3=$0%5'-"#-"#%-"('-"#$ $"&%
suits for online content, the mainte-
nance of this general dichotomy will be 
important in permitting them to unmask 
infringing posters while, at the same 
time, asserting the rights of anonymous 
?+0&$'0%$"#!#$6%-"%$>?'$00-=$%0?$$*,1

Fortunately, courts have demon-
strated a willingness to look beyond the 

?3!-"&-((G0%*,!'!*&$'-I!&-+"%+(%-&0%*3!- 0%-"%
$=!39!&-"#%,+.%&+%*!&$#+'-I$%&,$%&:?$%+(%
0?$$*,%!&%-009$1%H&%3$!0&%+"$%*+9'&%(+*90$6%
on the gravamen of the case in deciding 
which standard to apply when a variety 
+(%*3!- 0%.$'$%!00$'&$61TM And another 
089!'$3:%'$B$*&$6%_&,$%"+&-+"%+(%!6+?&-"#%
standards that depend on the manner in 
which a plaintiff has framed its claim” be-
cause doing so “could encourage assertion 
of non-defamation claims simply to reap 
&,$%5$"$)&%+(%!%3$00@0&'-"#$"&%0&!"6!'61`TK

7,$'$%,!=$%5$$"%=$':%($.%*!0$0%-"%
which the anonymous poster is sought 
simply as a witness—that is, where the 
poster is alleged to possess information 
relevant to the case and is not sought 

as a potential party—and it remains 
unclear how courts will handle such 
*!0$01%2,$'$!0%+"$%*+9'&%*+"*396$6%&,!&%
the same high-burden test should apply 
regardless of the anonymous speaker’s 
role in the action,TV another court crafted 
a lower-burden test akin to the federal 
89!3-)$6%'$?+'&$'G0%?'-=-3$#$%&+%5$%!?-
plied solely in situations in which the 
!"+": +90%0?$!/$'%-0%!%"+"?!'&:1TT

Expressive Speech: The Prima Facie 
Case or Summary Judgment Test
7,$%?'$=!-3-"#%=-$.%! +"#%*+9'&0%
called upon to consider what test should 
apply in cases involving expressive 
content is that the plaintiff should be 
'$89-'$6%&+%?9&%(+'&,%09()*-$"&%$=-6$"*$%
to support a prima facie case, or, put 
differently, to withstand a hypothetical 
09  !':%B96# $"&% +&-+"1%7,$% +0&%
often cited decisions in this category are 
Dendrite International, Inc. v. Doe  
No. 3TY and Doe v. Cahill1TN

In Dendrite, a New Jersey appellate 
court held, in a defamation action, that 
_c&d,$%*+ ?3!-"&%!"6%!33%-"(+' !&-+"%
provided to the court should be carefully 
reviewed to determine whether plaintiff 
has set forth a prima facie cause of ac-
&-+"1`TU Several courts have applied this 
standard in cases alleging defamation 
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!"6%+&,$'%&+'&01TS In Cahill, another defa-
mation case, the Supreme Court of Dela-
ware expressly adopted this element of 
the Dendrite test, but framed it in terms 
of defeating a hypothetical summary 
B96# $"&% +&-+"R%_cJd$(+'$%!%6$(! !-
tion plaintiff can obtain the identity of 
an anonymous defendant through the 
compulsory discovery process he must 
support his defamation claim with facts 
09()*-$"&%&+%6$($!&%!%09  !':%B96# $"&%
 +&-+"1`TZ%7,$%*+9'&% !6$%*3$!'%&,!&%&,$%
plaintiff need not produce evidence on a 
particular element if that evidence is not 
“within the plaintiff’s control,” such as 
$=-6$"*$%+(%!*&9!3% !3-*$1TL%7,-0%*!0$<%
too, has been followed by several courts 
-"%6$(! !&-+"%!"6%+&,$'%&+'&%!*&-+"01YM

7,$%Cahill court’s articulation of the 
&$0&%-"%09  !':%B96# $"&%&$' 0%,!0%
#$"$'!&$6%5+&,%*+"(90-+"%!"6%*'-&-*-0 1%
Despite the fact that the court in Cahill 
plainly believed this element of its test 
was the same as that of Dendrite—the 
court spoke in the same breath of “the 
prima facie%+'%m09  !':%B96# $"&%
standard’”YK—some courts have viewed 
Cahill as setting forth a different stan-
dard, one that has been viewed by some 
courts as less burdensomeYV and by others 
as more burdensomeYT than Dendrite1%A"%
Krinsky v. Doe 6, a California appellate 
court concluded it was “unnecessary and 
potentially confusing to attach a proce-
69'!3%3!5$3<%.,$&,$'%09  !':%B96# $"&%
or motion to dismiss, to the showing 
'$89-'$61`YY%e-"#-"#%&,$%0&!"6!'6%&+%!%
procedural device was fraught with dif-
)*93&:<%&,$%*+9'&%*+"*396$6<%#-=$"%&,!&%
“subpoenas in Internet libel cases may 
'$3!&$%&+%!*&-+"0%)3$6%-"%+&,$'%B9'-06-*-
tions, which may have different standards 
#+=$'"-"#%?3$!6-"#0%!"6% +&-+"01`YN

D$',!?0%!0%!%'$093&<%-&%!??$!'0%&,!&%&,$%
groundswell is moving slightly away 
('+ %&,$%09  !':%B96# $"&%(+' 93!-
tion of Cahill and in the direction of 
the prima facie test announced by the 
Dendrite%*+9'&1%7,$%3!&&$'%-0%&,$%0&!"6!'6%
adopted by a California appellate court 
last year in Krinsky.YU And Maryland’s 
high court recently settled on the prima 
facie standard in an exhaustive opinion 
-009$6%-"%;$5'9!':%VMML%-"%Independent 
Newspapers, Inc. v. Brodie1YS At bottom, 
however, the prima facie and summary 
B96# $"&%&$0&0%- ?+0$%0- -3!'%59'6$"0%-"%
terms of how strong a case the plaintiff 
must present to the court,YZ essentially 
'$89-'-"#%09()*-$"&%$=-6$"*$%&+%*'$!&$%!%
B9':%-009$%+"%&,$%9"6$'3:-"#%*3!- <%!"6%

5+&,%&$0&0%!'$%=$':%0?$$*,%?'+&$*&-=$1
Some courts, beginning with Dendrite, 

have held that, once the plaintiff has 
0!&-0)$6%-&0%59'6$"<%&,$%*+9'&%0,+936%&,$"%
balance the First Amendment rights of the 
anonymous poster against the strength of 
the plaintiff’s case and the necessity of the 
6-0*3+09'$1YL%7,$%Cahill court and others 
have deemed this additional step unneces-
sary, concluding that either the substan-
tive law of defamation, or the summary 
B96# $"&%&$0&%-&0$3(<%!3'$!6:%!*,-$=$0%&,-0%
balancing of the competing rights of the 
!"+": +90%?+0&$'%!"6%&,$%?3!-"&-((1NM

J9&%!&%3$!0&%+"$%*+9'&%,!0%$>?'$003:%
*'-&-*-I$6%&,$%$3- -"!&-+"%+(%&,-0%$3$ $"&%
in Cahill, asserting that such balanc-
ing “is necessary to achieve appropriate 
rulings in the vast array of factually 
distinct cases likely to involve anony-
 +90%0?$$*,1`NK In Mobilisa, Inc. v. Doe, 
&,$%H'-I+"!%C+9'&%+(%H??$!30%"+&$6%&,!&%
_09'=-=-"#%!%09  !':%B96# $"&%+"%$3$-
ments not dependent on the anonymous 
party’s identity does not necessarily 
account for factors weighing against dis-
closure,” such as where the anonymous 
poster is a nonparty witness with the 
same information that is in the control of 
+&,$'%.-&"$00$01NV%7,$%*+9'&%!30+%*+"-
cluded that, without the balancing step, a 
court “would not be able to consider fac-
tors such as the type of speech involved, 
the speaker’s expectation of privacy, the 
potential consequence of a discovery 
order to the speaker and others similarly 
situated, the need for the identity of the 
party to advance the requesting party’s 
position, and the availability of alterna-
&-=$%6-0*+=$':% $&,+601`NT As discussed 
below, however, other courts account for 
these factors by expressly including them 
!0%!66-&-+"!3%$3$ $"&0%+(%&,$-'%!"!3:0-01

Infringing Speech: The Motion to 
Dismiss and Good Cause Tests
2,$'$%&,$%0?$$*,%!&%-009$%-0%*,!33$"#$6%
on grounds that it infringes intellectual 
property rights or otherwise constitutes 
a business tort, many courts have ap-
plied—or at least nominally applied—
either a motion to dismiss standard or a 
#++6%*!90$%0&!"6!'61

Motion to Dismiss 
In Columbia Insurance Co. v. Seescandy.
com, a federal district court in California 
held that discovery of an anonymous 
defendant’s identity in an action for trade-
mark infringement and other business 
torts would be allowed when the plaintiff 

_$0&!53-0,c$6d%&+%&,$%C+9'&G0%0!&-0(!*&-+"%
&,!&%?3!-"&-((G0%09-&%!#!-"0&%c&,$%0?$!/$'d%
*+936%.-&,0&!"6%!% +&-+"%&+%6-0 -001`NY

Despite the court’s reference to 
_.-&,0&!"6c-"#d%!% +&-+"%&+%6-0 -00<`%
it in fact set a higher bar than the basic 
]93$%KVO5WOUW%0&!"6!'61%7,$%*+9'&%
explained that a plaintiff should not 
be permitted to rest on a well-pleaded 
complaint but rather must make “some 
showing that an act giving rise to civil 
liability actually occurred and that the 
6-0*+=$':%-0%!- $6%!&%'$=$!3-"#%0?$*-)*%
identifying features of the person or 
$"&-&:%.,+%*+  -&&$6%&,!&%!*&1`NN Indeed, 
the court likened the standard “to the 
process used during criminal investiga-
&-+"0%&+%+5&!-"%.!''!"&0<`%-1$., a probable 
cause standard, and examined evidence 
in the record before reaching the conclu-
0-+"%&,!&%&,$%?3!-"&-((%,!6%0!&-0)$6%-&1NU

F&,$'%*+9'&0%,!=$%0- -3!'3:%?9'?+'&$6%
to apply a motion to dismiss-type stan-
dard while actually requiring something 
 +'$%&,!"%B90&%0&!&-"#%!%=-!53$%*3!- 1%
For example, in a case involving claims 
for unfair and deceptive trade practices, 
unfair competition, tortious interference 
with business relations, and defamation, 
a federal district court in North Carolina 
adopted a motion to dismiss standard but 
then appeared to assess the credibility 
+(%&,$%?3!-"&-((G0%!=$' $"&01NS And the 
P9?'$ $%C+9'&%+(%2-0*+"0-"%!6+?&$6%!%
motion to dismiss standard in a defama-
tion case, observing that such a standard 
.+936%?'+=-6$% +'$%?'+&$*&-+"%-"%2-0-
*+"0-"%&,!"%-&%.+936%-"%+&,$'%B9'-06-*-
&-+"0%5$*!90$%2-0*+"0-"%3!.%'$89-'$0%!33%
plaintiffs alleging a defamation claim to 
?3$!6%.-&,%?!'&-*93!'-&:1NZ

F"$%+(&@*-&$6%*!0$%('+ %&,$%P+9&,$'"%
District of New York, Sony Music Enter-
tainment Inc. v. Does 1–40,NL sets forth a 
slightly less speech-protective motion to 
dismiss test that, with very few excep-
tions, has been applied only in copyright 
infringement actions involving peer-to-
?$$'%)3$@0,!'-"#%"$&.+'/01UM In Sony, the 
court examined several factors it said 
other courts had considered—and should 
consider—when evaluating subpoenas 
0$$/-"#%-6$"&-(:-"#%-"(+' !&-+"%('+ %APD0%
regarding subscribers, including whether 
the plaintiff made “a concrete showing of 
!%?'- !%(!*-$%*3!- %+(%!*&-+"!53$%,!' 1`UK 
Although the court’s use of the term 
“prima facie” makes the Sony test appear 
!&%)'0&%5390,%&+%5$% +'$%0?$$*,%?'+&$*-
tive than the Seescandy &$0&<%-&%-0%"+&1%7,$%
court held that a plaintiff could satisfy 
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7,$%!??'+?'-!&$%'$0?+"0$%&+%!%095?+$"!%
seeking information about the identity 
of an anonymous speaker necessarily 
.-33%=!':%('+ %*!0$%&+%*!0$1%J9&% $6-!%
companies always should take the 
(+33+.-"#%0&$?0%&+% -"- -I$%3$#!3%'-0/%
!00+*-!&$6%.-&,%09*,%'$0?+"0$01

Preserve the Information Sought
7,$%*+ ?!":%0,+936%-  $6-!&$3:%0$$/%
to preserve the electronic and other 
information sought by a subpoena, 
including electronic information that 
ordinarily would be stored only tempo-
'!'-3:11%7,$%(!-39'$%&+%6+%0+% !:%'$093&%
-"%0!"*&-+"0%(+'%0?+3-!&-+"12

Review Terms of Service and  
Privacy Policies
2,$"%!%*+ ?!":%$ ?3+:0%?'-=!*:%
policies, terms of service, or any other 
policy or agreement governing the 
disclosure of information that could 
identify anonymous posters, it should 
comply with those policies—or face 
the real possibility of being sued 
by an anonymous poster for breach 
+(%*+"&'!*&1T Accordingly, the com-
pany should evaluate and update such 
policies with potential subpoenas for 
!"+": +90%.$50-&$%?+0&$'0%-"% -"61

Consider Notifying the Anonymous 
Speaker
7,$%095?+$"!%'$*-?-$"&%0,+936%*+"0-6-
er voluntarily notifying the anonymous 
poster of the existence of the subpoe-
"!1Y%7,$%?+0&$'%,!0%&,$%#'$!&$0&%-"&$'$0&%
in protecting her right to anonymity, 
!"6%"+&-)*!&-+"%.-33%?'+=-6$%,$'%&,$%
+??+'&9"-&:%&+%'$0?+"6%6-'$*&3:1N Such 
notice also may head off a potential 
claim by the anonymous poster that 
the subpoena recipient’s release of her 

identity breached a contract or resulted 
-"%'$?9&!&-+"!3%+'%+&,$'%-"B9':1U%7,$%
l-'#-"-!%3$#-03!&9'$%,!0%*'$!&$6%!%"+&--
)*!&-+"%(+' %(+'%90$%-"%09*,%*!0$0<%!0%
,!0%!&%3$!0&%+"$%($6$'!3%*+9'&1S  

Endnotes
K1%See C+39 5-!%D-*&9'$0%A"6901%=1%

J9""$33<%Q+1%ClMU@KMLT;[CaCn<%VMMS%

2X%VMZMYKL<%!&%!&%oT<%SpZ<%KY%OC1g1%C!31%

[!:%VL<%VMMSW (ordering preservation and 

production of server log data that was usu-

ally stored on the defendants’ website server 

(+'%!??'+>- !&$3:%0->%,+9'0W1

V1%See id.%!&%oKTpKY%O6$*3-"-"#%&+%- ?+0$%

sanctions in the absence of precedent impos-

ing duty to preserve information temporarily 

0&+'$6%-"%]H[W1

T1%See, e.g., 2!'#+%=1%X!=!"6$-'!<%Q+1%

KRMZ@*=@MVMTN@X2%OQ1g1%F,-+%F*&1%T<%

VMMZW%Og/&1%Q+1%KNW%O6-0 -00-"#%(+'%3!*/%

+(%?$'0+"!3%B9'-06-*&-+"%!"%!*&-+"%0$$/-"#%

qVN% -33-+"%-"%6! !#$0%(+'%?953-0,-"#%!"%

anonymous poster’s name and work e-mail 

address, along with the poster’s previously 

anonymous comments, in violation of the 

blog’s privacy notice); compare Meyer 

=1%C,'-0&-$<%Q+1%MS@VVTM@a2X<%VMMS%2X%

TKVMULN<%!&%oY%Og1%r!"1%F*&1%VY<%VMMSW%

(denying motion to dismiss breach of 

*+"&'!*&%*3!- %!"6%)"6-"#%&,!&%_5!"/G0%?'--

=!*:%?+3-*:%*+"0&-&9&$6%?!'&%+(%c?3!-"&-((G0d%

bargained-for exchange with the bank”), 

with g:$'%=1%Q.1%H-'3-"$0%C+'?0.<%TTY%;1%

P9??1%V6%KKLU<%KVMM%Og1Q1g1%VMMYW%O#'!"&-

ing motion to dismiss breach of contract 

claim because, inter alia, “broad statements 

of company policy do not generally give rise 

&+%*+"&'!*&%*3!- 0`W1

Y1%2,$'$%&,$%*+ ?!":%-"&$"60%&+%)3$%!%

motion to quash, it may be more appropriate 

simply to urge the court to adopt a procedure 

to notify the anonymous posters of their 

rights and permit them to assert those rights 

in the event the court denies the company’s 

 +&-+"%&+%89!0,1%See, e.g., J-I95%=1%D!&$'-

0+"<%Q+1%VMMSClKLUM%OC+3+1%g-0&1%C&1<%\3%

D!0+%C+9"&:<% +&-+"%)3$6%[!:%VS<%VMMZW%

(where the plaintiff issued an overbroad 

subpoena seeking thirty-eight individuals’ 

identities, newspaper moved to quash and 

9'#$6%&,$%*+9'&%&+%'$89-'$%"+&-)*!&-+"%+"3:%-"%

the event the motion was to be denied, and 

the court quashed the subpoena, rendering 

"+&-)*!&-+"%9""$*$00!':W1

N1%2,$"%!??'+?'-!&$<%&,$%g+$%6$($"6!"&%

+'%.-&"$00%*!"%5$%'$($''$6%&+%!"%+'#!"-I!&-+"%

that may provide or help obtain representa-

&-+"<%09*,%!0%C-&-I$"0%[$6-!%X!.%D'+B$*&%

O,&&?REE...1*-& $6-!3!.1+'#Wk%\3$*&'+"-*%

;'+"&-$'%;+9"6!&-+"%O,&&?REE...1$((1+'#Wk%

D953-*%C-&-I$"%O,&&?REE...1*-&-I$"1+'#Wk%+'%

&,$%H $'-*!"%C-=-3%X-5$'&-$0%b"-+"%O,&&?REE

...1!*391+'#W1%H3&$'"!&$3:<%&,$%*+9'&% !:%

appoint pro bono%*+9"0$31%See, e.g., Doe I 

=1%A"6-=-69!30< NUK%;1%P9??1%V6%VYL<%VNV%Og1%

C+""1%VMMZW1

U1%See f!339**-%=1%Q$.%a$'0$:%F"@X-"$<%

XXC<%Q+1%X@MMKKMS@MS%OQ1a1%P9?$'1%C&1<%

)3$6%+"%+'%!5+9&%;$51%N<%VMMSW%O!"+": +90%

poster, who alleged his identifying informa-

tion was revealed without notice by website 

in response to subpoena, sued website but 

later dismissed action); see also Jessup-Mor-

#!"%=1%HFX<%A"*.<%VM%;1%P9??1%V6%KKMN%O\1g1%

[-*,1%KLLZW%O!.!'6-"#%09  !':%B96# $"&%

in favor of defendant on one claim and 

dismissing all others in action for disclosure 

of identity information pursuant to subpoena 

without notice to plaintiff); see also supra 

"+&$%T1

S1%See VA. CODE ANN.%s%Z1MK@YMS1KOJWk%

London-Sire Records, Inc. v. Doe 1<%NYV%

;1%P9??1%V6%KNT%Og1%[!001%VMMZW%O*+"&!-"-

ing, in Appendix A, a court-directed notice 

?'+=-6-"#%)3$%0,!'$'0%.-&,%-"(+' !&-+"%

about their rights and instructions on how to 

0$*9'$%*+9"0$3W1

How to Minimize the Risk of Liability for Subpoena Responses

that requirement merely by alleging the 
elements of ownership and copying in 
some detail in the complaint, a lower 
59'6$"%-&%B90&-)$6%5:%"+&-"#%&,!&<%_c-d"%
contrast to many cases involving First 
Amendment rights on the Internet, a 
?$'0+"%.,+%$"#!#$0%-"%DVD%)3$%0,!'-"#%
-0%"+&%$"#!#-"#%-"%&'9$%$>?'$00-+"1`UV

Good Cause
7,$%#++6%*!90$%&$0&%-0%&,$%.$!/$0&%0&!"-
6!'6%*'$!&$6%5:%&,$%*+9'&01%A&%?'+=-6$0%

no special protection for anonymous 
speech; it is essentially the same test 
$ ?3+:$6%5:%($6$'!3%*+9'&0%(+'%!9&,+'-I-
ing expedited discovery in any ordinary 
*-=-3%!*&-+"%9"6$'%;$6$'!3%]93$%+(%C-=-3%
D'+*$69'$%VUO6W1UT%F"$%*+9'&%"+&$6%&,!&%
this standard should apply only in cases 
either in which “‘First Amendment 
rights are not implicated because the in-
formation sought by the subpoena does 
"+&%-"('-"#$%c&,$%g+$%6$($"6!"&0Gd%'-#,&0%
to engage in protected speech’” or the 

speaker’s First Amendment interests are 
_$>*$$6-"#3:%0 !331`UY And courts have, 
indeed, employed this standard only in 
actions alleging copyright infringement 
(+'%&,$%90$%+(%?$$'@&+@?$$'%)3$@0,!'-"#%
"$&.+'/01UN%7,$0$%*+9'&0<%.,-*,%'$B$*&%
the Sony *+9'&G0%=-$.%&,!&%)3$%0,!'$'0G%
speech is entitled to at least “‘some 
level of First Amendment protection,’”UU 
hold that good cause exists where there 
are “allegations of copyright infringe-
ment,” there is a “danger that the 
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The invocation of  

reporter’s privilege in some 

[contexts] may undermine 

the privilege itself.

APD%.-33%"+&%?'$0$'=$%&,$%-"(+' !&-+"%
sought,” the information sought is nar-
row in scope, and expedited discovery 
“would substantially contribute to mov-
-"#%&,$%*!0$%(+'.!'61`US

 !"#$%&"#!'(&')(*"+,-(.))#"#!'&/(
Elements
J$:+"6%&,$%6$#'$$%+(%59'6$"%?3!*$6%+"%
the plaintiff, courts often have included 
=!'-+90%+&,$'%(!*&+'0%-"%&,$-'%&$0&01%7,$%
 +0&%0-#"-)*!"&%+(%&,$0$%-0%&,$%"+&-)-
*!&-+"%'$89-'$ $"&1%C+9'&0%'+9&-"$3:%
require that the anonymous poster be no-
&-)$6%+(%&,$%095?+$"!%!"6%?'+=-6$6%&- $%
&+%'$0?+"61%f$"$'!33:<%&,-0%?'+*$00%5$-

gins with the court ordering the plaintiff 
to undertake efforts to inform the poster 
&,!&%!%09-&%,!0%5$$"%)3$6%+'%!%095?+$"!%
,!0%5$$"%-009$61UZ%7,$%l-'#-"-!%f$"$'!3%
H00$ 53:%*+6-)$6%&,-0%+53-#!&-+"%-"%&,$%
0&!&9&$%-&%$"!*&$6%&+%#+=$'"%&,$%!6B96--
cation in civil cases of subpoenas for 
!"+": +90%+"3-"$%?+0&$'0G%-6$"&-&-$01UL

In some instances, however, the re-
cipient of the subpoena may be obligated 
to provide notice to the anonymous 
?+0&$'01%P+ $%*+9'&0%,!=$%,$36%&,!&%-&%-0%
within their inherent authority to order 
the party from whom the information is 
sought to inform the anonymous speaker 
!5+9&%&,$%?$"6-"#%6-0*+=$':%'$89$0&1SM 
l-'#-"-!G0%0&!&9&+':%0*,$ $%!30+%'$-
quires the subpoena recipient to notify 
the anonymous poster via e-mail of the 
receipt of the subpoena and to forward a 
copy of the subpoena via registered mail 
+'%*+  $'*-!3%6$3-=$':%0$'=-*$1SK

A"%!66-&-+"%&+%"+&-)*!&-+"<%*+9'&0%
also have imposed a number of other 
'$89-'$ $"&0%-"%&,$-'%&$0&01%;+'%$>! ?3$<%
in Dendrite<%&,$%*+9'&%_'$89-'$c6d%&,$%
plaintiff to identify and set forth the 
exact statements purportedly made by 
each anonymous poster that plaintiff 
!33$#$0%*+"0&-&9&$0%!*&-+"!53$%0?$$*,1`SV 
In Seescandy, the court required that the 
plaintiff identify the anonymous speaker 
_.-&,%09()*-$"&%0?$*-)*-&:<`%0$&%(+'&,%
“all previous steps taken to locate” the 
!"+": +90%0?$!/$'<%!"6%_)3$%!%'$89$0&%

for discovery with the Court, along 
.-&,%!%0&!&$ $"&%+(%'$!0+"0%B90&-(:-"#%
&,$%0?$*-)*%6-0*+=$':%'$89$0&$6%!0%.$33%
!0%-6$"&-)*!&-+"%+(%!%3- -&$6%"9 5$'%+(%
persons or entities on whom discovery 
process might be served and for which 
there is a reasonable likelihood that the 
discovery process will lead to identifying 
information about defendant that would 
 !/$%0$'=-*$%+(%?'+*$00%?+00-53$1`ST And 
in Sony, after surveying various factors 
applied by other courts, the court consid-
$'$6%&,$%_0?$*-)*-&:%+(%&,$%6-0*+=$':%'$-
quest,” the “absence of alternative means 
to obtain the subpoenaed information,” 
whether there was “a central need for 
the subpoenaed information” to advance 
the claim, and the anonymous speaker’s 
_$>?$*&!&-+"%+(%?'-=!*:1`SY

Alternate Approaches to Balancing

The 2TheMart Test
Some courts have opined that the same 
test should apply whether the anonymous 
poster is sought as a defendant or merely 
!0%!%.-&"$001SN In Doe v. 2TheMart.com, 
,+.$=$'<%!%($6$'!3%6-0&'-*&%*+9'&%-"%2!0,-
ington created a separate test, one akin to 
&,$%($6$'!3%89!3-)$6%'$?+'&$'G0%?'-=-3$#$<%
for a subpoena seeking the identifying 
information of anonymous posters who 
.$'$%0+9#,&%0+3$3:%!0%.-&"$00$01SU Under 
the 2TheMart test, the subpoenaing party 
must demonstrate, “by a clear showing 
on the record,” that

(1) the subpoena seeking the informa-
tion was issued in good faith and 
not for any improper purpose,

(2) the information sought relates to a 
core claim or defense,

OTW%&,$%-6$"&-(:-"#%-"(+' !&-+"%-0%
directly and materially relevant to 
that core claim or defense, and

OYW%-"(+' !&-+"%09()*-$"&%&+%$0&!53-0,%
or disprove that claim or defense 
is unavailable from any other 
0+9'*$1SS

Although the court spoke in terms 
of “good faith,” it explained that its 
test imposed a “high burden,” one that 
was “higher” than those that had been 
applied by other courts at that time and 
that could only be overcome in “excep-
&-+"!3`%*!0$01SZ%7,$%*+9'&%89!0,$6%&,$%
defendant’s subpoena, holding that its 
“extremely broad” nature evinced an 
“apparent disregard for the privacy and 
the First Amendment rights of the online 
users” and that the information sought 

from the nonparty posters did not relate 
&+%!":%+(%&,$%6$($"6!"&G0%*+'$%!()' !-
&-=$%6$($"0$01SL Another federal district 
court recently employed this standard 
in similar circumstances, but noted that 
application of this standard, which was 
advocated by the subpoenaing plaintiff, 
_!33+.c$6d%&,$%C+9'&%&+%'$0+3=$%&,$%?'$0-
$"&%-009$%+"%"!''+.%#'+9"60%!"6%c6-6d%
not require the Court to determine the 
full extent of the First Amendment right 
&+%!"+": -&:`%!&%-009$%-"%&,$%*!0$1ZM

A&%-0%- ?+'&!"&%&+%'$*+#"-I$%&,!&%
2TheMart was one of the earliest pub-
3-0,$6%6$*-0-+"0%-"%&,-0%!'$!%+(%3!.1%Q+.%
that many other courts have imposed 
higher-burden tests, even in situations 
where an anonymous poster is a party 
defendant, it would seem incongruous to 
impose the lower-burden 2TheMart test to 
civil cases in which an anonymous poster 
-0%0+9#,&% $'$3:%!0%!%&,-'6@?!'&:%.-&"$001

Virginia: The Good Faith Test
In one of the earliest decisions on the 
095B$*&<%!%l-'#-"-!%*+9'&%?'+=-6$6%+"3:%
minimal protection for anonymous 
speech in a defamation case, imposing 
a test in which the court merely asked 
whether the “pleadings or evidence” 
demonstrate that “the party requesting 
the subpoena has a legitimate, good faith 
basis to contend that it may be the victim 
+(%*+"69*&%!*&-+"!53$%-"%&,$%B9'-06-*&-+"%
.,$'$%09-&%.!0%)3$6%!"6%1%1%1%&,$%095?+$-
naed identity information is centrally 
"$$6$6%&+%!6=!"*$%&,!&%*3!- 1`ZK%7,-0%
decision has been largely distinguished 
+'%'$B$*&$6%5:%*+9'&0%!66'$00-"#%*3!- 0%
-"=+3=-"#%$>?'$00-=$%0?$$*,1
7,$%#++6%(!-&,%&$0&%3-=$0%+"%-"%l-'-

ginia, however, and by its terms it applies 
to all cases, whether they involve expres-
0-=$%0?$$*,%+'%"+&1%A"%VMMV<%&,$%l-'#-"-!%
f$"$'!3%H00$ 53:%*+6-)$6%!%=$'0-+"%+(%
the good faith test that appears on its face 
to be as weak as that employed two years 
$!'3-$'%5:%&,$%*-'*9-&%*+9'&1%7,$%0&!&9&$%
requires the subpoenaing party to show 
either that “one or more communications 
that are or may be tortious or illegal have 
been made by the anonymous communi-
cator, or that the party requesting a sub-
poena has a legitimate, good faith basis 
to contend that such party is the victim 
+(%*+"69*&%!*&-+"!53$%-"%&,$%B9'-06-*&-+"%
.,$'$%&,$%09-&%.!0%)3$61`ZV No court has 
yet interpreted or applied this statute in a 
published decision, but the statute cannot 
5$%6-0 -00$6%!0%!"%+9&3-$'%5$*!90$%HFXG0%
*+'?+'!&$%,$!689!'&$'0%!'$%-"%l-'#-"-!1ZT
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7,$%-"=+*!&-+"%+(%&,$%'$?+'&$'G0%?'-=--
lege in this context at least theoretically 
*+936%9"6$' -"$%-&1%7,$%*+ 5-"!&-+"%+(%
shield law protection for the anonymous 
?+0&$'%!"6%s%VTM%-  9"-&:%(+'%&,$%.$5-
site host could leave legitimate plaintiffs 
.-&,+9&%!%'$ $6:1%X$#-03!&+'0% -#,&%
seek to narrow shield laws to rebalance 
the poster’s and plaintiff’s competing 
'-#,&0<%!"6%09*,%3$#-03!&-=$%)663-"#% !:%
well have the unintended consequence 
of encroaching on the protection pres-
$"&3:%$"B+:$6%5:%&,$%?'$00%(+'%/$$?-"#%
its more traditional sources of important 
?953-*%-"(+' !&-+"%*+")6$"&-!31%7,-0%
scenario seems more realistic in those 
B9'-06-*&-+"0%.,$'$%0,-$36%3!.%?'+&$*&-+"%
-0%!50+39&$1%D3!-"&-((0%.-&,% $'-&+'-+90%
claims against anonymous posters should 
be able to overcome a shield law offering 
89!3-)$6%?'+&$*&-+"1

Anti-SLAPP Statutes
If the anonymous speech concerns an 
-009$%+(%?953-*%-"&$'$0&<%!"%!"&-@PXHDD%
statute—a statute designed to curb Stra-
&$#-*%X!.09-&0%H#!-"0&%D953-*%D!'&-*-?!-
tion—may provide the defendant both 
-  9"-&:%('+ %09-&%!"6%!&&+'"$:%($$01LU 
California recently amended its anti-
PXHDD%0&!&9&$%-"%!% !""$'%&,!&%0,+936%
deter frivolous efforts from outside 
California to unmask anonymous posters 
-"0-6$%&,$%0&!&$1%H3&,+9#,%&,$%0&!&9&$%
previously could be used only to strike 
a complaint, cross-complaint, petition, 
+'%+&,$'%?3$!6-"#%)3$6%-"%!%C!3-(+'"-!%
court,LS%+"%a!"9!':%K<%VMML<%&,$%3!.%.!0%
expanded to permit motions to strike 
requests for subpoenas that originate 
+9&0-6$%&,$%0&!&$1LZ

Lack of Subject Matter Jurisdiction
At least two federal courts have dis-
missed diversity actions against John 
Doe anonymous posters for lack of 
095B$*&% !&&$'%B9'-06-*&-+"%5$*!90$%&,$%
*-&-I$"0,-?%+(%&,$%6$($"6!"&%?+0&$'0% 
.!0%9"/"+."1LL

Other Laws
7,$%7+'&9'$%l-*&- %D'+&$*&-+"%H*&%
O7lDHW%!"6%+&,$'%3!.0% !:%- ?+0$%!"%
obligation on the recipient of a subpoena 
not to disclose the identity of the anony-
 +90%0?$!/$'1%A"%Xiaoning v. Yahoo! Inc., 
two Chinese dissidents sued Yahoo pur-
09!"&%&+%&,$%7lDH<%!33$#-"#%&,!&%t!,++G0%
disclosure of their identifying informa-
tion to the Chinese government upon its 

(Continued on page 38)

Other Tests
A few courts have developed tests 
that are dissimilar from the standards 
6$0*'-5$6%!5+=$1%A"%.,!&%-0%?$',!?0%&,$%
oddest example, one federal magistrate 
B96#$%*'$!&$6%!%&$0&%&,!&%6-0&-"#9-0,$0%
between speech on matters of private 
concern and speech on matters of pub-
lic concern, and confoundingly imposes 
a greater burden on the plaintiff in the 
(+' $'%*+"&$>&1%;+'%0?$$*,%+"% !&-
ters of private concern, the plaintiff 
must show a “reasonable probability” 
+(%?'$=!-3-"#%+"%&,$% $'-&01%2,$'$%&,$%
speech touches upon a matter of public 
concern and the plaintiff is a public 
)#9'$%O!"6%&,90%'$89-'$6%&+%6$ +"-
strate actual malice), the plaintiff need 
only show a “reasonable possibility” 
+(%09**$00%+"%&,$% $'-&01ZY And while 
the “reasonable probability” standard 
appears to require the production of 
some evidence, the court’s application 
of the “reasonable possibility” standard 
suggests that reliance on the pleadings 
!3+"$%-0%09()*-$"&1ZN

Additional Grounds for Quashing  
the Subpoena
A comprehensive defense against a 
subpoena for an anonymous poster’s 
identity will often incorporate other 
!'#9 $"&0%!0%.$331%A"%!66-&-+"%&+%&,$%
procedural arguments applicable to any 
subpoena,ZU a subpoena recipient might, 
for example, assert the reporter’s privi-
lege, move to strike the subpoena under 
laws designed to protect participation 
-"%?953-*%6-!3+#9$<%*,!33$"#$%B9'-06-*-
tion, invoke federal or other laws as a 
shield, or argue that enforcement of the 
095?+$"!%.+936%5$%(9&-3$1

Reporter’s Privilege
Depending on the contours of the re-
?+'&$'G0%?'-=-3$#$%-"%!%?!'&-*93!'%B9'-06-*-
tion, media companies may have grounds 
to defend against a subpoena for an 
anonymous poster’s identity by assert-
-"#%&,!&%?'-=-3$#$1%A"%Doty v. Molnar, an 
action for defamation and false light inva-
sion of privacy, the plaintiff subpoenaed 
a Montana newspaper for identifying in-
formation about various persons who had 
anonymously posted comments to articles 
-"%&,$%"$.0?!?$'G0%+"3-"$%$6-&-+"1ZS%7,$%
newspaper moved to quash the subpoena 
on the ground that it was privileged from 
providing the information by Montana’s 
[$6-!%C+")6$"&-!3-&:%H*&<%.,-*,%5'+!63:%
provides, in pertinent part:

cQd+%?$'0+"<%-"*396-"#%!":%"$.0?!?$'<%

 !#!I-"$<%?'$00%!00+*-!&-+"<%"$.0%

agency, news service, radio station, 

television station, or community an-

tenna television service or any person 

connected with or employed by any 

of these for the purpose of gathering, 

writing, editing, or disseminating news 

may be examined as to or may be 

required to disclose any information 

obtained or prepared or the source of 

that information in any legal proceed-

ing if the information was gathered, 

received, or processed in the course 

+(%,-0%$ ?3+: $"&%+'%-&0%590-"$001ZZ

7,$%*+9'&%#'!"&$6%&,$% +&-+"<%5$*+ -
-"#%&,$%)'0&%*+9'&%&+%89!0,%!%095?+$"!%
to a media entity seeking the identities 
of anonymous website posters on the 
ground that a state shield law afforded a 
privilege from disclosure of the informa-
&-+"1ZL%7,$%(+33+.-"#% +"&,<%0&!&$%*+9'&0%
-"%;3+'-6!%!"6%F'$#+"%'$!*,$6%&,$%0! $%
'$093&%9"6$'%&,$-'%'$0?$*&-=$%0,-$36%3!.01LM

More recently, an Illinois trial court 
applied its state’s shield law to partially 
quash a subpoena in a criminal prosecu-
&-+"%(+'%&,$% 9'6$'%+(%!%*,-361LK%7,$'$<%
the government subpoena sought, from 
a local newspaper, records leading to the 
-6$"&-&:%+(%)=$%!"+": +90%?+0&$'0%&+%&,$%
"$.0?!?$'G0%.$50-&$1%;-"6-"#%&,!&%&.+%
of the posters’ comments related to “the 
Defendant’s prior conduct, his propensi-
ties for violence, and relationship with 
the child,” the court concluded that the 
prosecution had overcome the shield law 
privilege as to those two posters because 
_&,$%-"(+' !&-+"%0+9#,&%-0%'$3$=!"&<%1%1%1%
all sources of information have been 
exhausted” since the prosecution had 
!3'$!6:%*+"69*&$6%KKS%-"&$'=-$.0<%_!"6%
)'0&%6$#'$$% 9'6$'%+(%!%*,-36%- ?!*&0%
&,$%?953-*%-"&$'$0&1`LV%7,$%*+9'&%89!0,$6%
the subpoena as to the remaining three 
posters because it found their comments 
_!??$!'c$6d%&+%5$%"+&,-"#% +'$%&,!"%
*+"=$'0!&-+"E6-0*900-+"1`LT

Despite applying Illinois’s shield law, 
the court strongly suggested that the 
0&!&9&$G0%6$)"-&-+"%+(%_0+9'*$`%6-6%"+&%-"-
clude individuals who voluntarily post in-
formation “in response to” an article, and 
the court invited the legislature to clarify 
&,$%-009$1LY In this regard, the decision 
is similar to that of a California appel-
late court in BAC7'=D%9/%8<6*7!"7%0"<7 , 
which suggested, in dicta, that anonymous 
website posters are not “sources” of news 
?'+&$*&$6%5:%C!3-(+'"-!G0%0,-$36%3!.1LN
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?1/6!4( /" >B#&#<(UH"( !4&4($"=/>=-
ing constitutional issues, that turn on 
a particular set of factual assumptions, 
this court must, in order to reach sound 
conclusions, feel free to bring its opin-
ions into agreement with experience and 
J$%1(0! %4("&J>A(!4 &*%!$"&#'M

H(!7*&&'(

Endnotes
['(P! /@&>>$4(='(Y1$/<(._\()'I'([\O<([Z_(

:[ZWO;'

,'([\()'I'5'(+([OWO'

.'(T55(='(K! $D !(T/B"#'<(O.\()'I'(_,W(

:[Z_\;'

O'(O_()'I'5'(+(,..:#;'

V'(V,[()'I'(\OO<(\V[sV.(:[ZZ_;'

W'([,Z(I'(5%'([\--(:,--Z;'

_'(8&#(m$/"(2*/!#'(5/'(='(T55<(.ZV(

)'I'(.W_(:[ZWZ;(:B31/>#$"7(%1&(U0!$*"&44(

doctrine” that discussion of public issues be 

presented on each side of the issue because 

%1&(X/=&*"6&"%(41/B>#(@&(!>>/J&#(%/(3B%(

restraints on licensees in favor of others 

whose views should be expressed on this 

broadcast unique medium); -./!0/.'*5F%)'<(

O.\()'I'(.W_(:!>>/J$"7(*&4%*!$"%4(/"($"#& &"%(

43&& 1(!4(U@*/!# !4%$"7('('('(1!4(*& &$=&#(%1&(

most limited First Amendment protection,” 

both because of the “pervasive presence” of 

the broadcast media in Americans’ lives and 

the fact that broadcast programming was 

UB"$GB&>A(!  &44$@>&(%/( 1$>#*&"M;'

“Indecent” Speech in 2009
(Continued from page 3)

Protecting Anonymous 

Online Speech?
(Continued from page 9)

request aided or abetted torture and other 
$"FB*$&4($"R$ %&#(/"(%1&(#$44$#&"%4'[-- In 
addition, in the wake of the Yahoo action, 
5/"7*&44(#*!0%&#(%1&(X>/@!>(Y">$"&(T*&&-
dom Act, which, if enacted, would bar 
)'I'( /63!"$&4(0*/6(#$4 >/4$"7(3&*4/"-
!>>A($#&"%$D!@>&($"0/*6!%$/"(!@/B%(/">$"&(
users to foreign governments except for 
“legitimate foreign law enforcement pur-
3/4&4'M[-[ Separately, technology compa-
"$&4(!"#("/"7/=&*"6&"%!>(/*7!"$N!%$/"4(
1!=&(>!B" 1&#(%1&(X>/@!>(^&%J/*Q(H"$%$!-
tive, a coalition that has formulated a 
code of conduct and a forum designed to 
3*/%& %(/">$"&(0*&&(43&& 1(!"#(3*$=! A'[-,

Futility
A subpoena recipient also may argue 
that enforcement of the subpoena—
&=&"(!7!$"4%(!"(HIKe6!A(@&(0B%$>&'(
c$%1(%1&($" *&!4&#(B4&(/0(/3&"("&%-
J/*Q4(!4(J&>>(!4(!"/"A6$N&*4<(HK(
#$47B$4&*4<(]95(43//D"7<(!"#(4$6$>!*(
%& 1"/>/7$ !>(%//>4<(%1&(HK(!##*&44(
sought by a plaintiff may not conclu-
sively identify the anonymous speak-
&*'[-.(94(/"&( /B*%(!3%>A(!"!>/7$N&#<(FB4%(
as a telephone number is not neces-
sarily indicative of the person using a 
31/"&(!%(!"A(7$=&"(%$6&<(!"(HK(!##*&44(
may bear no relation to the anonymous 
speaker; in fact, it may even mistakenly 
$#&"%$0A(!"($""/ &"%(%1$*#(3!*%A'[-O

Conclusion
c1&"(!(3&*4/"(1!4(&"%*B4%&#(!(6&#$!(

company with her identity as she takes a 
4%!"#($"(3B@>$ (#&@!%&<(%1&*&($4(4$7"$D !"%(
social and economic value in defending 
against attempts by others to pierce the 
veil of anonymity that emboldened her to 
43&!Q($"(%1&(D*4%(3>! &'(9"(&=!>B!%$/"(/0(
whether the company is well positioned 
to advocate for a particular poster’s right 
%/(!"/"A6$%A(*!$4&4("B6&*/B4(GB&4%$/"4'(
Is the company in possession of informa-
tion that could identify the poster? Does 
%1&( /63!"A(1!=&(%1&(>&7!><(D"!" $!><(!"#(
practical ability to oppose the subpoena? 
Do business considerations weigh in favor 
/0(!44&*%$"7(%1&(*$71%4(/0(%1&(3/4%&*l(c1!%(
%A3&(/0(43&& 1($4(!%($44B&l(c1!%(%&4%(J$>>(!(
 /B*%($"(%1!%(FB*$4#$ %$/"(!33>A(%/(!  /B"%(
for the First Amendment right of the 
poster? Can and should the poster be noti-
D&#(/0(%1&(4B@3/&"!l(a/&4(%1&(3/4%&*C4(
identity come within the ambit of a state 
41$&>#(>!Jl(`=&"($0($%(#/&4<(41/B>#(%1!%(>!J(
@&($"=/Q&#l(c1!%(/%1&*(7*/B"#4( !"(@&(
asserted in support of a motion to quash?

X$=&"(%1&("!4 &"%(4%!%&(/0(%1&(>!J<(%1&(
answers to these questions are not en-
tirely clear, either in the abstract or in any 
3!*%$ B>!*( !4&'(2B%(%1&A(!*&($"!*7B!@>A(
important because they may change how, 
and to what degree, people communicate 
/"(%1&(H"%&*"&%'(9"($"#B4%*A(%1!%($" *&!4-
$"7>A(6B4%(*&>A(/"(c&@E7&"&*!%&#(*&=-
&"B&4e!"#($4(&S3&*$6&"%$"7(J$%1( $%$N&"(
F/B*"!>$46(&00/*%4($"(3!*%(%/(#/(4/e !"(
$>>(!00/*#(%/($7"/*&(%1/4&( 1!"7&4'(]/*&(
importantly, it cannot afford to ignore 

%1&(&=/>B%$/"(/0(FB*$43*B#&" &(#&D"$"7(!(
T$*4%(96&"#6&"%(43&& 1(*$71%<(FB*$43*B-
#&" &(%1!%( /B>#(J&>>(&"#(B3($"RB&" $"7(
how that Amendment applies in other 
 /"%&S%4(/0($63/*%!" &(%/(%1&(3*&44'(

Endnotes
['(See, e.g., 2B Q>&A(='(96'(5/"4%$%B%$/"!>(

m!J(T/B"#'<(H" .<(V,V()'I'([\,<(,--(:[ZZZ;(

(striking down the requirement that peti-

%$/"( $* B>!%/*4(J&!*($#&"%$D !%$/"(@!#7&4(

4%!%$"7(%1&$*("!6&4(@& !B4&($%(U /63&>4('('('(

$#&"%$D !%$/"(!%(%1&(3*& $4&(6/6&"%(J1&"(%1&(

circulator’s interest in anonymity is great-

&4%M;d(] H"%A*&(='(Y1$/(`>& %$/"4(5/66C"<(

V[O()'I'(..O<(.O_<(.V_(:[ZZV;(:U)"#&*(/B*(

Constitution, anonymous pamphleteering is 

not a pernicious, fraudulent practice, but an 

1/"/*!@>&(%*!#$%$/"(/0(!#=/ ! A(!"#(/0(#$44&"%'(

Anonymity is a shield from the tyranny of the 

6!F/*$%A'M;d(see also(^995K(='(9>!@!6!(ex 

rel. K!%%&*4/"<(.V_()'I'(OOZ<(OW,(:[ZV\;(:1/>#-

$"7(%1!%(4B@3/&"!4(4&&Q$"7("!6&4(/0(^995K(

6&6@&*4(*!$4&(T$*4%(96&"#6&"%( /" &*"4;'(H%(

is also well settled that First Amendment pro-

%& %$/"4(!33>A(0B>>A(%/(43&& 1(/"(%1&(H"%&*"&%'(

See(8&"/(='(95m)<(V,[()'I'(\OO<(\_-(:[ZZ_;'

,'(I& %$/"(,.-(/0(%1&(5/66B"$ !%$/"4(a&-

 &" A(9 %($66B"$N&4(J&@4$%&(3*/=$#&*4(0*/6(

liability for content posted on their websites so 

long as they did not create or develop the con-

tent and did not expressly encourage or incite 

B">!J0B>(/*(%/*%$/B4(3/4%4'(See O_()'I'5'(+(,.-d(

T!$*(L/B4$"7(5/B" $>(/0(I!"(T&*"!"#/(j!>>&A(

='(8//66!%&4'5/6<(mm5<(V,[(T'.#([[V_<([[WW(

:Z%1(5$*'(,--\;(: /" >B#$"7(%1!%(+(,.-(#$#("/%(
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apply when website required subscribers to 

provide certain information because website 

thereby became a “developer, at least in part, 

/0(%1!%($"0/*6!%$/"M;'(I& %$/"(,.-(1!4($%4(41!*&(

/0( *$%$ 4'(H0(J&@4$%&(3*/=$#&*4(4%&3($"%/(%1&(0*!A(

between anonymous posters and the aggrieved 

persons who wish to sue them, will they 

ultimately see legislative efforts to retract their 

immunity?

.'(See McIntyre<(V[O()'I'(!%(.O,sO.(

:/@4&*=$"7(%1!%(%1&(J/*Q4(/0(]!*Q(?J!$"<(

j/>%!$*&<(51!*>&4(a$ Q&"4<(2&"F!6$"(T*!"Q>$"<(

and other great thinkers were published under 

!44B6&#("!6&4;d(?!>>&A(='(5!>$0/*"$!<(.W,()'I'(

W-<(WOsWV(:[ZW-;(:U9"/"A6/B4(3!631>&%4<(

>&!R&%4<(@*/ 1B*&4(!"#(&=&"(@//Q4(1!=&(3>!A&#(

!"($63/*%!"%(*/>&($"(%1&(3*/7*&44(/0(6!"Q$"#'(

'('('(`=&"(%1&(T&#&*!>$4%(K!3&*4<(J*$%%&"($"(

favor of the adoption of our Constitution, were 

3B@>$41&#(B"#&*(D %$%$/B4("!6&4'(H%($4(3>!$"(

that anonymity has sometimes been assumed 

0/*(%1&(6/4%( /"4%*B %$=&(3B*3/4&4'M;'

O'(See `"%&*>$"&(='(K/ /"/(]&#'(5%*.<(^/'(

-\E =E[Z.OE985<(,--\(cm(V[Z,.\W<(!%(w.(

:]'a'(K!'(a& '([[<(,--\;(:4%!%$"7(%1!%(>! Q(/0(

such advocacy could “compromise the vitality 

of the newspaper’s online forums, sparking 

reduced reader interest and a corresponding 

#& >$"&($"(!#=&*%$4$"7(*&=&"B&4M;'

V'(See, e.g., id'(!%(wO(:1/>#$"7(%1!%(!(

newspaper has both the type of relationship 

that enables it to assert the First Amendment 

rights of anonymous posters and a desire to 

maintain the trust of its readers that will make 

$%(!(4%*/"7(!#=/ !%&(/0(%1/4&(*$71%4;'

W'(E.g.<(2&4%(c'(H"%C><(H" '(='(a/&<(^/'(5jE

-WE[V._EKLqEaX5<(,--W(cm(,-Z[WZV(:a'(

9*$N'(PB>A(,V<(,--W;(:3>!$"%$00(D>&#(4B$%(!7!$"4%(

John Doe defendants then sought court order 

allowing expedited discovery as to third-party 

HIK4;d(see also, e.g., NEW JERSEY RULES OF 

COURT(Ok,WEO(:!B%1/*$N$"7(B4&(/0(D %$%$/B4(

3!*%A("!6&4;'(2& !B4&(%1&(4B@3/&"!$"7(3!*%A(

is usually the plaintiff, this article speaks in 

%1/4&(%&*64(%1*/B71/B%'(a&0&"#!"%4(!>4/(6!A(

wish to unmask anonymous posters, however, 

&$%1&*(%/(D>&( >!$64(!7!$"4%(%1&6(/*(%/( /"%! %(

%1&6(!4(3/%&"%$!>(J$%"&44&4'(I$6$>!*>A<(%1$4(!*-

ticle generally speaks of anonymous “posters” 

even though the anonymous person whose 

identity is being sought might have been 

communicating in a fashion other than posting 

 /66&"%4<(4B 1(!4(@A(41!*$"7(6B4$ (D>&4'

_'(E.g.<(KB@'(8&>!%$/"4(I/ CA(/0(96'(

='(8/!#(8B""&*(L$71(I3&&#(Y">$"&<(_ZZ(

^'o'I',#(\O_(:^'o'(IB3'(5%'(,--V;(:"!6$"7(HIK(

!4(#&0&"#!"%;d(]/@$>$4!<(H" '(='(a/&<([_-(K'.#(

_[,(:9*$N'(5%'(933'(,--_;(:"!6$"7(HIK(!"#(

!"/"A6/B4(43&!Q&*(!4(#&0&"#!"%4;'(H"(4/6&(

cases, the suit is commenced as an indepen-

#&"%(#$4 /=&*A(! %$/"(B"#&*(4%!%&(>!J'(E.g., La 

I/ $&%&(]&%*/(5!41(h(5!**A(T*!" &(='(?$6&(

c!*"&*(5!@>&<(^/'(5jE-.-[Z_O-I<(,--.(cm(

,,ZW,\V_<(!%(w,s.(:5/""'(IB3&*'(5%'(a& '(,<(

,--.;d(see also, e.g.<([.O(ILL.(,#(8'(,,O(:!B%1/-

*$N$"7($"#&3&"#&"%(! %$/"4(0/*(#$4 /=&*A(U0/*(

the sole purpose of ascertaining the identity of 

/"&(J1/(6!A(@&(*&43/"4$@>&($"(#!6!7&4M;'

\'(See [_()'I'5'(+(V[,:1;(:!B%1/*$N$"7($44B-

ance of form subpoena to “provider of online 

services” for identifying information about an 

alleged infringer even where there is no pend-

ing lawsuit); see also In re Subpoena Issued 

KB*4B!"%(%/(%1&(a$7$%!>(]$>>&""$B6(5/3A*$71%(

9 %(%/(O.I2' /6<(mm5<(^/'(]I-_EW,.WE`Pm<(

,--_(cm(O..VOO[(:a'(H#!1/(a& '(_<(,--_;(

(pre-suit DMCA subpoena served on owner of 

website hosting allegedly infringing content); 

but see(8& /*#$"7(H"#B4'(944C"(/0(96'(='(j&*$-

N/"(H"%&*"&%(I&*=4'<(H" '< .V[(T'.#([,,Z(:a'5'(

5$*'(,--.;(:1/>#$"7(%1!%(a]59(4B@3/&"!(3*/-

vision does not apply where recipient merely 

acts as conduit for peer-to-peer exchanges, 

4B 1(!4(D>&(41!*$"7;'

Z'(E.g., Enterline<(,--\(cm(V[Z,.\W<(!%(

wOd(a/&(='(,?1&]!*%' /6<([O-(T'(IB33'(,#(

[-\\<([-ZV(:c'a'(c!41'(,--[;'

[-'(9"(H"%&*"&%(3*/%/ />(!##*&44e/*(HK(

address—is a number assigned to a computer 

!4($%("!=$7!%&4(%1&(H"%&*"&%'()"#&*(6/4%( $*-

cumstances, this number can be used to iden-

tify the user of that computer to a reasonable 

#&7*&&(/0( &*%!$"%A'(But see "/%&4([-.s-O(!"#(

accompanying text infra (discussing reasons 

J1A(!"(HK(!##*&44(6!A("/%(!>J!A4($#&"%$0A(%1&(

!"/"A6/B4(3&*4/"(4/B71%;'

[['(E.g., 2TheMart<([O-(T'(IB33'(,#(!%(

[-Z-(:#&4 *$@$"7(4B@3/&"!(!4(4&&Q$"7<(U!6/"7(

/%1&*(%1$"74<(vf!g>>($#&"%$0A$"7($"0/*6!%$/"(!"#(

documents, including, but not limited to, com-

3B%&*$N&#(/*( /63B%&*(4%/*&#(*& /*#4(!"#(>/74<(

&>& %*/"$ (6!$>(:`E6!$>;<(!"#(3/4%$"74(/"(A/B*(

online message boards,’ concerning a list of 

%J&"%AE%1*&&(H"0/I3! &(B4&*4<($" >B#$"7(?*B%1-

4&&Q&*<(5B&6!4%&*<(!"#(%1&( B**&"%(P'(a/&<( 

J1/(B4&#(%1&(34&B#/"A6(^/XB!"/M;'

[,'(?1&(HK(!##*&44($#&"%$D&4(%1&(3/4%&*C4(

HIK'(H0(%1&(/%1&*(*&7$4%*!%$/"($"0/*6!%$/"($4(

not authentic, the plaintiff generally serves 

!(4& /"#(4B@3/&"!(/"(%1&(HIK(4&&Q$"7(%1&(

identifying information of the subscriber as-

4/ $!%&#(J$%1(%1&(HK(!##*&44'

[.'(^/'(-\E =E[Z.OE985<(,--\(cm(

V[Z,.\W<(!%(w.(:]'a'(K!'(a& '([[<(,--\;(

(citing, inter alia<(j$*7$"$!(='(96'(2//Q4&>>&*4(

944C"<(O\O()'I'(.\.<(.Z,(:[Z\\;;'

[O'(Id'

[V'(Id. !%(wOd(see also(a/&(='(,?1&]!*%'

 /6<([O-(T'(IB33'(,#([-\\<([-Z[(:c'a'(c!41'(

,--[;(: /B*%($"=$%&#("/"6/=!"%(J&@4$%&(1/4%(

to brief substantive issues related to rights of 

!"/"A6/B4(3/4%&*4;'

[W'(^/'(O-V_-<(,---(cm([,[-._,<(!%(wV(

:j!'(5$*'(5%'(P!"'(.[<(,---;(: $%$"7(^995K(='(

9>!@!6!<(.V_()'I'(OOZ(:[ZV\;<(!"#(Am. Book-

&$@@$1&'Q&&E%<(O\O()'I'(!%(.Z,;;<(1$+E)'5%'5"2$1'

grounds, 96'(Y">$"&<(H" '(='(9"/"A6/B4>A(

?*!#&#(KB@'(5/.<(VO,(I'`',#(.__(:,--[;'

[_'(See(xB$S%!*(H" '(='(I$7"!%B*&(]76%'(

?&!6<(mm5<(VWW(T'(IB33'(,#([,-V<([,[.("'\(

:a'(^&='(,--\;(:U%1&($"GB$*A($"%/(J1&%1&*(

there is a ‘close relationship’ is functional in 

nature, and it is not necessarily required that 

the parties know, work or associate with one 

another”); In re j&*$N/"(H"%&*"&%(I&*=4'<(H" '<(

,V_(T'(IB33'(,#(,OO<(,V\(:a'a'5';(:D"#$"7(

%1!%(HIK(1!#(4%!"#$"7(%/(!44&*%(%1&(*$71%4(/0(

its anonymous subscribers because “a failure 

%/(#/(4/( /B>#(!00& %(f$%4g(!@$>$%A(%/(6!$"%!$"(

and broaden its client base”), 1$+E)'5%'5"2$1'

grounds<(8H99(='(j&*$N/"< .V[(T'.#([,,Z(

:a'5'(5$*'(,--.;d(]!%*$SS(H"$%$!%$=&4<(H" '(

='(a/&<(.,(5!>'(83%*'(.#(_Z(:5%'(933'(,--W;(

(holding that hedge fund that merely owned 

/0D &(0*/6(J1$ 1(!>>&7&#>A(#&0!6!%/*A(

posting was made did not have standing to 

assert First Amendment rights of anonymous 

3/4%&*;d(H"(*&(IB@3/&"!(aB &4(?& B6(%/(9Ym<(

H" '<(,---(cm([,[-.[,(:#$4 B44&#($"(%&S%(

supra); see also NAACP<(.V_()'I'(!%(OVZsW-(

:U?1&(*&!4/"!@>&(>$Q&>$1//#(%1!%(%1&(94-

4/ $!%$/"($%4&>0(%1*/B71(#$6$"$41&#(D"!" $!>(

support and membership may be adversely 

affected if production is compelled is a further 

factor pointing towards our holding that peti-

tioner has standing to complain of the produc-

%$/"(/*#&*(/"(@&1!>0(/0($%4(6&6@&*4'M;'

[\'(See(]/@$>$4!<(H" '(='(a/&<([_-(K'.#(

_[,<(_[W("',(:9*$N'(5%'(933'(,--_;(:1/>#-

ing that court need not address issue of 

HIKC4(4%!"#$"7(%/(!44&*%(*$71%4(/0(!"/"A6/B4(

speaker because speaker also appeared on his 

/J"(@&1!>0;d(9Ym<(H" '(='(^!6(?!$(`>& 4'<(

Inc.<(V_[(I'`',#([,\(:j!'(,--,;(:!>>/J$"7(

J$%1/B%(#$4 B44$/"(HIK(%/(!44&*%(T$*4%(96&"#-

ment rights of subscriber although subscriber 

#$#("/%(F/$"(HIKC4(6/%$/"(%/(GB!41(4B@3/&"!;'

[Z'(See, e.g.<(I& CA(/0(]#'(='(P/4&31(L'(

Munson Co.<(OW_()'I'(ZO_<(ZVW(:[Z\O;(:1/>#-

ing that professional fund-raiser may assert 

First Amendment rights of its client charities); 

NAACP<(.V_()'I'(!%(OV\sW-(:^995K(1!4(

standing to assert First Amendment right of 

$%4(6&6@&*4($"(%1&$*(!"/"A6$%A;d(j$*7$"$!(='(

96'(2//Q4&>>&*4(944C"<(O\O()'I'(.\.<(.Z,(

:[Z\\;(:@//Q4%/*&(1!#(4%!"#$"7(%/(!44&*%(T$*4%(

Amendment rights of patrons because of 

potential chilling effect of statute at issue on 

/%1&*(3!%*/"4;d(8!" 1/(KB@>C"4(='(IB3&*'(5%., 

\[(5!>'(83%*'(,#(,_O<(,_V(:5%'(933'([ZZZ;(

:U#*!Jf$"7g(B3/"(!(J&>>E&4%!@>$41&#(@/#A(/0(

California case law which allows nonparties 

to civil litigation (such as a newspaper) to 
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assert the constitutionally protected rights of an 

author to remain unknown” to grant motion to 

quash subpoena issued by defamation plaintiff 

seeking information identifying anonymous 

persons who purchased advertorials in news-

paper); a&"!*$(='(IB3&*'(5%.<(,WO(5!>'(83%*'(

,W[<(,WW(:5%'(933'([Z\Z;(:UH"(4&=&*!>(#$00&*&"%(

situations the courts have accorded standing 

to litigants who are the recipients of discovery 

demands to assert the privacy rights of third 

persons not present who would be affected 

@A(%1&(>$%$7!"%C4(/@&#$&" &(%/(%1&(/*#&*'M;d 2#'(

/0(?*4'(='(IB3&*'(5%.<([_O(5!>'(83%*'([W-<([WO(

:5%'(933'([Z\[;(:Uv?1&( B4%/#$!"(f/0(3*$=!%&(

$"0/*6!%$/"g(1!4(%1&(*$71%<($"(0! %(%1&(#B%A<(%/(

*&4$4%(!%%&63%4(!%(B"!B%1/*$N&#(#$4 >/4B*&(!"#(

%1&(3&*4/"(J1/($4(%1&(4B@F& %(/0(f$%g($4(&"%$%>&#(

%/(&S3& %(%1!%(1$4(*$71%(J$>>(@&(%1B4(!44&*%&#'CM;(

(citation omitted; alterations in original); cf'<(

e.g.<(^25<(H" '(='(5//3&*6!"<(V-[(^'o'I',#(

O-V<(O-W(:5%'(933'([Z\W;(:6&#$!(1!=&(4%!"#$"7(

to contest gag order on trial participants be-

 !B4&(/*#&*(U$"0*$"7f&4g(/"($%4( /"4%$%B%$/"!>>A(

7B!*!"%&&#(*$71%(%/(7!%1&*(%1&("&J4M;'

,-'(See ] H"%A*&(='(Y1$/(`>& %$/"4(

5/66C"<(V[O()'I'(..O<(.O_<(.V.(:[ZZV;(

(balancing the right to anonymity and right 

%/(3*/%& %$/"(0*/6(0*!B#;d(2&4%(c'(H"%C><(H" . 

='(a/&<(^/'(5jE-WE[V._EKLqEaX5<(,--W(

cm(,-Z[WZV<(!%(w.sO(:a'(9*$N'(PB>A(,V<(,--W;(

:U?1/4&(J1/(4B00&*(#!6!7&4(!4(!(*&4B>%(/0(%/*-

tious or other actionable communications on 

the Internet should be able to seek appropriate 

redress by preventing the wrong-doers from 

hiding behind an illusory shield of purported 

First Amendment rights”) (citation and inter-

"!>(GB/%!%$/"(6!*Q4(/6$%%&#;'

,['(9>%1/B71(%J/(0&#&*!>(!33&>>!%&( /B*%4(

1!=&( /"4$#&*&#(4B@3/&"!4(4&*=&#(B3/"(HIK4(

for information regarding the identity of 

anonymous online speakers, these decisions 

ultimately turned on the proper application of 

%1&(a]59(!"#(#$#("/%(!##*&44(%1&( /"R$ %-

$"7(*$71%4(/0(%1&(43&!Q&*4(!"#(%1&(3>!$"%$00'(

See In re 51!*%&*(5/66 C"4<(H" '<(IB@3/&"!(

`"0/* &6&"%(]!%%&*< .Z.(T'.#(__[(:\%1(5$*'(

,--V;d(8H99(='(j&*$N/", .V[(T'.#([,,Z(:a'5'(

5$*'(,--.;'

,,'(H%(!33&!*4(%1!%(%1&(^$"%1(5$* B$%(6!A(

@&(%1&(D*4%'(Y"(T&@*B!*A([-<(,--Z<(!(0&#&*!>(

district court stayed enforcement of its order 

requiring a website operator to reveal the 

identities of anonymous posters pending 

 /63>&%$/"(/0(!"(!33&!>(%/(%1&(^$"%1(5$* B$%'(

` /66&* &(H""/=!%$/"4(m'm'5'(='(a/&4([s[-<(

^/'(,k-\E]5E---Z.EaX5(:a'(9*$N'(T&@'([-<(

,--Z;(:aQ%'(^/'(,,;d(see also(` /66&* &(H"-

"/=!%$/"4(m'm'5'(='(a/&4([s[-<(^/'(-ZE[VO\\(

:Z%1(5$*'<("/%$ &(/0(!33&!>(D>&#(]!*'(W<(,--Z;'

,.'(See, e.g., i*$"4QA(='(a/&(W<(_,(

5!>'(83%*'(.#(,.[<(,OV(:5%'(933'(,--\;(

: />>& %$"7(!"#(!"!>AN$"7( !4&4;'

,O'(?1&(%&4%4(#$4 B44&#($"(%1$4(!*%$ >&(J&*&(

developed in and apply to civil actions involv-

$"7(3*$=!%&(3!*%$&4'(5/B*%4(1!=&(#$4%$"7B$41&#(

(1) subpoenas issued in criminal actions, see 

State v. Reid<(ZOV(9',#(,W(:^'P'(,--\;(:D"#$"7(

that state and federal constitutional standards 

J&*&(4!%$4D&#($"( *$6$"!>(3*/4& B%$/"(0/*(

%1&0%(J1&"(>!J(&"0/* &6&"%(/0D &*4(/@%!$"&#(

4B@4 *$@&*($"0/*6!%$/"(@A(4&*=$"7(7*!"#(FB*A(

4B@3/&"!(/"(HIK(J$%1/B%("/%$ &(%/(4B@4 *$@&*;d(

see also )"$%&#(I%!%&4(='(aC9"#*&!<(OZ_(T'(

IB33'(,#([[_<([,-(:a'(]!44'(,--_;(:UfTg&#-

&*!>( /B*%4(f1!=&g(B"$0/*6>A( /" >B#&f#g(%1!%(

$"%&*"&%(B4&*4(1!=&("/(fT/B*%1(96&"#6&"%E

@!4&#g(*&!4/"!@>&(&S3& %!%$/"(/0(3*$=! A($"(

their subscriber information, the length of 

%1&$*(4%/*&#(D>&4<(!"#(/%1&*("/" /"%&"%(#!%!(%/(

J1$ 1(4&*=$ &4(3*/=$#&*4(6B4%(1!=&(!  &44'M;d(

and (2) disclosure requests made by govern-

ment agencies, see(`>& %*/"$ (5/66B"$ !%$/"(

K*$=! A(9 %(/0([Z\W<([\()'I'5'(+(,V[-<(et seq. 

(allowing disclosure to governmental entity 

by provider of electronic communication  

services of contents of communications pursu-

ant to enumerated tests); Cable Communica-

%$/"4(K/>$ A(9 %(/0([Z\O<(O_()'I'5'(+(V,[<(

et seq. (allowing disclosure of information 

regarding cable subscriber to governmental 

entity pursuant to court order if entity offers 

U >&!*(!"#( /"=$" $"7(&=$#&" &M(%1!%(4B@F& %(

of information is “reasonably suspected of 

engaging in criminal activity” and informa-

%$/"(4/B71%(J/B>#(@&(6!%&*$!>(&=$#&" &;'(See 

also In re 933>$ !%$/"(/0(%1&()'I'(0/*(!"(Y*#&*(

KB*4B!"%(%/([\()'I'5'(+(,_-.:#;<([V_(T'(IB33'(

,#(,\W(:I'a'^'o'(,--[;(:1/>#$"7(%1!%(5!@>&( 

Act’s subscriber notice requirements do not 

apply to disclosure of information to govern-

mental entities by cable companies providing 

H"%&*"&%(4&*=$ &4;'

,V'(Compare Krinsky<(_,(5!>'(83%*'(.#(!%(

,OV(:*&=$&J$"7(3*&=$/B4(#& $4$/"4($"(J1$ 1(

low-burden good faith basis and motion to 

dismiss tests were applied and concluding 

that, in a defamation action, the high-burden 

4B66!*A(FB#76&"%(%&4%(@&4%(3*/%& %4(!"/"A-

mous speech while allowing plaintiffs to seek 

*&6&#$&4(0/*(!>>&7&#($"FB*$&4;<(and(a/&(='(

5!1$>><(\\O(9',#(OV[(:a&>'(,--V;(:4!6&;<(with 

I/"A(]B4$ (`"%6C%(H" '(='(a/&4([sO-<(.,W( 

T'(IB33'(,#(VVW<(VWO(:I'a'^'o'(,--O;(:D"#$"7(

%1!%(U%1&(B4&(/0(f3&&*E%/E3&&*g(D>&( /3A$"7(

networks to download, distribute, or make 

4/B"#(*& /*#$"74(!=!$>!@>&(GB!>$D&4(!4(43&& 1(

entitled to First Amendment protection,” but  

Uf%g1!%(3*/%& %$/"('('('($4(>$6$%&#M;<(and Arista 

8& /*#4(mm5(='(a/&4([s[Z< VV[(T'(IB33'(

,#([<(_("'W(:a'a'5'(,--\;(:!33>A$"7(>/JE

burden good cause standard to copyright 

claim and noting that cases involving “First 

Amendment-protected speech” could be 

>&7!>>A(/*(0! %B!>>A(#$4%$"7B$41&#;'(See also 

^!%1!"$&>(X>&$ 1&*<(John Doe Subpoenas: 

Toward a Consistent Legal Standard<([[\(

YALE L.J.(.,-<(..ZsO.(:^/='(,--\;(:4B66!-

*$N$"7(Uf%g1&( 

4&=&"(6!F/*(P/1"(a/&(4B@3/&"!(4%!"#!*#4M(

!"#("/%$"7(%1!%(*& &"%(#& $4$/"4($"("/"EHK(

cases have imposed high-burden standards 

$**&43& %$=&(/0( >!$6(!44&*%&#;d(5$%$N&"(

]&#$!(m!J(K*/F& %<(Legal Protections for 

Anonymous Speech, available at(1%%3knnJJJ'

 $%6&#$!>!J'/*7n>&7!>E7B$#&n>&7!>E3*/%& %$/"4E

!"/"A6/B4E43&& 1(:>!4%(=$4$%&#(]!*'(,Z<(

,--Z;(:U?1&(*& &"%(!"#(7*/J$"7(%*&"#($"(

anonymity cases is for courts to apply a high-

@B*#&"(fi.e.<(4B66!*A(FB#76&"%E%A3&g(%&4%'M;'(

As the discussion below makes clear, how-

ever, a few courts have applied high-burden 

tests in infringement actions and others have 

applied low-burden tests in actions involving 

&S3*&44$=&(43&& 1'

,W'(] H"%A*&(='(Y1$/(`>& %$/"4(5/66C"<(

V[O()'I'(..O<(.V_(:[ZZV;'

,_'(See id.(!%(.O_'

,\'(See U.S. CONST. !*%'(H<(+(\<( >'(\(

:U5/"7*&44(41!>>(1!=&(K/J&*(?/('('('(3*/6/%&(

%1&(K*/7*&44(/0(I $&" &(!"#(B4&0B>(9*%4<(@A(

4& B*$"7(0/*(>$6$%&#(?$6&4(%/(9B%1/*4(!"#(H"-

=&"%/*4(%1&(&S >B4$=&(8$71%(%/(%1&$*(*&43& %$=&(

c*$%$"74(!"#(a$4 /=&*$&4M;'

,Z'(See Sony, .,W(T'(IB33'(,#(!%(VWO(: /"-

 >B#$"7(%1!%(B4$"7(K,K(D>&E /3A$"7("&%J/*Q4(

%/(41!*&(6B4$ (D>&4(UGB!>$D&4(!4(43&& 1<(@B%(

only to a degree”); see also Arista, VV[(

T'(IB33'(,#(!%(\sZ(: /"%*!4%$"7(D>&(41!*$"7(

with “actual(43&& 1M;(:&631!4$4($"(/*$7$"!>;'

.-'(See 2&4%(c'(H"%C><(H" '(='(a/&<(^/'(5jE

-WE[V._EKLqEaX5<(,--W(cm(,-Z[WZV<(!%(wO(

:a'(9*$N'(PB>A(,V<(,--W;(:#&4 *$@$"7(43&& 1($"(

question as “purely expressive” and entitled to 

substantial First Amendment protection even 

though plaintiff asserted claims for breach of 

 /"%*! %<(@*&! 1(/0(D#B $!*A(#B%$&4<(%*!#&6!*Q(

$"0*$"7&6&"%<(*&=&!>$"7( /"D#&"%$!>($"0/*6!-

tion, and unfair competition in addition to the 

#&0!6!%$/"( >!$6;'

.['(]/@$>$4!<(H" '(='(a/&<([_-(K'.#(_[,<(

_[Z(:9*$N'(5%'(933'(,--_;'

.,'(See id. !%(_[Z("'_(:Uf?g1&(3/%&"%$!>(

for chilling speech by unmasking the identity 

of an anonymous or pseudonymous internet 

speaker equally exists whether that party is 

!(#&0&"#!"%(/*(!(J$%"&44'(T/*(%1!%(*&!4/"<(J&(

*&F& %(/B*(#$44&"%$"7( />>&!7B&C4(=$&J(%1!%(

courts should apply a different test when 

%1&($#&"%$%A(/0(!(J$%"&44($4(!%($44B&'M;d(id. at 

_,-(:J1&*&(!"/"A6/B4(3/4%&*($4(!("/"3!*%A(

witness “along with a number of known wit-

nesses with the same information,” however, 

%1!%(0! %/*(UJ&$71f4g(!7!$"4%(#$4 >/4B*&M(
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J1&"(!(@!>!" $"7(%&4%($4(3&*0/*6&#;'

..'(a/&(='(,?1&]!*%' /6<([O-(T'(IB33'(

,#([-\\<([-ZV(:c'a'(c!41'(,--[;d(see also 

`"%&*>$"&(='(K/ /"/(]&#'(5%*.<(^/'(-\E =E

[Z.OE985<(,--\(cm(V[Z,.\W<(!%(wO(:]'a'(

K!'(a& '([[<(,--\;(:&S3>!$"$"7(%1!%<(@& !B4&(

the plaintiff could not even satisfy the rela-

tively low-burden test imposed in 2TheMart 

that she herself advocated, the court was not 

required “to determine the full extent of the 

First Amendment right to anonymity” in this 

 /"%&S%;'

.O'(__V(9',#(_VW(:^'P'(IB3&*'(5%'(933'(

a$='(,--[;'

.V'(\\O(9',#(OV[(:a&>'(,--V;'

.W'(Dendrite<(__V(9',#(!%(_W-'

._'(See, e.g.<(]/@$>$4!<(H" '(='(a/&< [_-(

K'.#(_[,<(_[Zs,[(:9*$N'(5%'(933'(,--_;(

(trespass to chattel and violations of federal 

 /66B"$ !%$/"4(>!J4;d(]!S/"(='(Y%%!J!(

KB@>C7(5/.<(^/'([\E]8E[,V(:H>>'(5$*'(5%'<(

m!I!>>&(5/B"%A<(Y %'(,<(,--\;(:#&0!6!%$/";<(

appeal pending; a/"!%/(='(]/>#/J<(\WV(9',#(

_[[(:^'P'(IB3&*'(5%'(933'(a$='(,--V;(:#&0!6!-

tion); H66B"/6&#$ 4<(H" '(='(a/&<(__V(9',#(

__.(:^'P'(IB3&*'(5%'(933'(a$='(,--[;(:@*&! 1(

of loyalty and contract, among other claims); 

X*&&"@!B6(='(X//7>&<(H" .<(\OV(^'o'I',#(

WZV<(WZ_sZ\(:^'o'(IB3'(5%'(,--_;(:#&0!6!-

%$/";d(IJ!*%N(='(P/1"(a/&([<(^/'(-\5O.[(

:?&""'(5$*'(5%'<(a!=$#4/"(5/B"%A<(]!*'([.<(

,--Z;(:=$#&/(/0(*B>$"7(!=!$>!@>&(!%(1%%3knn@>$3'

%=nD>&n[\_Z-\W;(:#&0!6!%$/"(!"#($"=!4$/"(/0(

3*$=! A;'(9%(>&!4%(%J/( /B*%4(1!=&(!33>$&#(%1&(

Dendrite standard to infringement claims as 

J&>>'(See L$71D&>#4(5!3$%!>(]76%'<(m'K'(='(

a/&<(.\V(T'(IB33'(,#(ZWZ(:^'a'(5!>'(,--V;(

(trademark infringement and unfair competi-

%$/";d(2&4%(c'(H"%C><(H" '(='(a/&<(^/'(5jE-WE

[V._EKLqEaX5<(,--W(cm(,-Z[WZV<(!%(wO :a'(

9*$N'(PB>A(,V<(,--W;(:%*!#&6!*Q($"0*$"7&6&"%;'

.\'(Cahill<(\\O(9',#(!%(OW-'

.Z'(Id.(!%(OW.sWO(:1/>#$"7(%1!%(3B@>$ (

D7B*&(3>!$"%$00("&&#("/%(3*/#B &(&=$#&" &(!4(

to actual malice because “without discovery 

of the defendant’s identity, satisfying this 

&>&6&"%(6!A(@&(#$0D B>%<($0("/%($63/44$@>&M;d(

accord ?$&"'3,'K%"E@<(,--W(cm(,-Z[WZV<(!%(

wOd(Mobilisa<([_-(K'.#(!%(_,-d 8&B"$/"(H"#B4'(

H" '(='(a/&([<(\-(K!'(a'(h(5'(O%1(OOZ<(OVW("'V(

:5%'(5/66'(K>'(,--_;d(In re a/&4([s[-<(,O,(

I'c'.#(\-V<(\,,(:?&S'(933'(,--_;'

O-'(See, e.g.<(xB$S%!*(H" '(='(I$7"!%B*&(

]76%'(?&!6<(mm5<(VWW(T'(IB33'(,#([,-V<(

[,[W(:a'(^&='(,--\;(:@B4$"&44(%/*%4;d(a/&(H(='(

H"#$=$#B!>4<(VW[(T'(IB33'(,#(,OZ<(,V.sV_(:a'(

5/""'(,--\;(:#&0!6!%$/"(!"#(/%1&*( >!$64;d(

] ]!""(='(a/&<(OW-(T'(IB33'(,#(,VZ<(,WWs_-(

:a'(]!44'(,--W;(:#&0!6!%$/"<(3*$=! A<(!"#(

copyright); ?$&"'3,'K%"E@<(,--W(cm(,-Z[WZV<(

!%(wO(:#&0!6!%$/"(!"#(/%1&*( >!$64;d(Reunion 

Indus., Inc.<(\-(K!'(a'(h(5'(O%1(!%(OVW("'V(

: /66&* $!>(#$43!*!7&6&"%;d(H"(*&(a/&4([s[-<(

,O,(I'c'.#(\-V(:#&0!6!%$/";'

O['(a/&(='(5!1$>><(\\O(9',#(OV[<(OW-(:a&>'(

,--V;'

O,'(See(i*$"4QA(='(a/&(W<(_,(5!>'(83%*'(.#(

,.[<(,O,sO.(:5%'(933'(,--\;(: 1!*! %&*$N$"7(

the Cahill standard as more stringent than a 

motion to dismiss test, but less stringent than a 

3*$6!(0! $&( !4&(%&4%;'

O.'(See(H"#&3'(^&J43!3&*4<(H" '(='(2*/#$&<(

ZWW(9',#(O.,<(OVWsV_(:]#'(,--Z;(:$"! -

 B*!%&>A( 1!*! %&*$N$"7(%1&(Cahill summary 

FB#76&"%(%&4%(!4(*&GB$*$"7(3>!$"%$004(%/(3*/=$#&(

enough evidence to .801A."!+$@C'establish their 

&"%$%>&6&"%(%/(4B66!*A(FB#76&"%<(!"#(/@4&*=-

$"7(%1!%(4B 1(!(%&4%(Uf4g&%f4g(%1&(@!*(%//(1$71M(

@A(UB"#&*6$"f$"7g(3&*4/"!>(!  /B"%!@$>$%A(!"#(

the search for truth, by requiring claimants to 

essentially prove their case before even know-

$"7(J1/(%1&( /66&"%!%/*(J!4M;'

OO'(Krinsky<(_,(5!>'(83%*'(.#(!%(,O.sOO'

OV'(Id.

OW'(Id. !%(,OVsOW'

O_'(Brodie<(ZWW(9',#(!%(OVWsV_'

O\'(See, e.g.<(I$" >!$*(='(?B@&I/ Q?&#a<(

VZW(T'(IB33'(,#([,\<([.,(:a'a'5'(,--Z;(

(equating this aspect of the Dendrite and 

Cahill(%&4%4;'

OZ'(See a&"#*$%&(H"%C><(H" '(='(a/&(^/'(.<(

__V(9',#(_VW<(_W-sW[(:^'P'(IB3&*'(5%'(933'(

a$='(,--[;d(accord, e.g., L$71D&>#4(5!3$%!>(

Mgmt.<(m'K'(='(a/&<(.\V(T'(IB33'(,#(ZWZ<(Z_W(

:^'a'(5!>'(,--V;(:@!>!" $"7(%1&(U6!7"$%B#&(

of the harms that would be caused to the com-

peting interests by a ruling in favor of plaintiff 

!"#(@A(!(*B>$"7($"(0!=/*(/0(#&0&"#!"%M;'

V-'(See, e.g., a/&(='(5!1$>><(\\O(9',#(OV[<(

OV_(:a&>'(,--V;(:D"#$"7(!(@!>!" $"7(%&4%(

B""& &44!*A(@& !B4&(%1&(U4B66!*A(FB#76&"%(

%&4%($4($%4&>0(%1&(@!>!" &M;d(i*$"4QA(='(a/&(W<(

_,(5!>'(83%*'(.#(,.[<(,OVsOW(:5%'(933'(,--\;(

:*&F& %$"7(@!>!" $"7(4%&3(@& !B4&(J1&*&(3>!$"-

tiff’s proffer demonstrates “there is a factual 

and legal basis for believing libel may have 

occurred, the writer’s message will not be 

3*/%& %&#(@A(%1&(T$*4%(96&"#6&"%M;'

V['(]/@$>$4!<(H" '(='(a/&<([_-(K'.#(_[,<(

_,-(:9*$N'(5%'(933'(,--_;'

V,'(Id.

V.'(Id.

VO'([\V(T'8'a'(V_.<(V_\s\-(:^'a'(5!>'(

[ZZZ;'

VV'(Id.(!%(V\-d(accord 8/ Q&*(]76%'<(mm5(

='(a/&4([s,-<(^/'(-.E]5E..E582<(,--.(cm(

,,[OZ.\-<(!%(w[(:^'a'(5!>'(]!A(,Z<(,--.;d(see 

also Krinsky<(_,(5!>'(83%*'(.#(!%(,OV(:"/%$"7(

%1!%(Uf&g=&"(%1&(#& $4$/"4($63/4$"7(!(6/%$/"E

to-dismiss obligation nonetheless require some 

showing that the tort took place”) (internal 

GB/%!%$/"(6!*Q4(!"#( $%!%$/"4(/6$%%&#;'

VW'(Seescandy<([\V(T'8'a'(!%(V_Zs\-'

V_'(9>=$4(5/!%$"74<(H" '(='(a/&4([s[-<(^/'(

.mZOE5jE._OEL<(,--O(cm(,Z-OO-V<(!%(w.(

:c'a'^'5'(a& '(,<(,--O;'(9>%1/B71(%1&( /B*%(

stated that the plaintiff must make “a prima 

facie showing that an anonymous individual’s 

conduct on the Internet is otherwise unlaw-

ful,” it cited cases employing motion to 

dismiss and even lower-burden standards in 

$%4(#$4 B44$/"(/0(J1!%(%1!%(6&!"4'

V\'(m!44!(='(8/"74%!#<(_[\(^'c',#(W_.<(

W\_<(reconsideration denied<(,Z_(c$4'(,#(

.,V(:,--W;<(!"#(cert. denied<([,_(I'(5%'(,,V[(

:,--_;(:"/%$"7(%1!%(Cahill, which applied a 

4B66!*A(FB#76&"%(%&4%<(J!4(#& $#&#($"(!(

"/%$ &(3>&!#$"7(4%!%&;'(H"(%1&(J!Q&(/0(%1&(IB-

preme Court’s decision in Bell Atlantic Corp. 

v. Twombly<(VV-()'I'(VOO<(VVVsWO(:,--_;<(

which “retired” Conley v. Gibson<(.VV()'I'(

O[(:[ZV_;<(!"#(1&>#(%1!%(Uf0g! %B!>(!>>&7!%$/"4(

must be enough to raise a right to relief above 

the speculative level,” a motion to dismiss 

standard might provide at least some degree 

of greater protection in a federal case than it 

J/B>#($"(!( /B*%($"(!("/%$ &(3>&!#$"7(4%!%&'

VZ'(.,W(T'(IB33'(,#(VVW<(VVW(:I'a'^'o'(

,--O;'

W-'(See, e.g.<()]X(8& /*#$"74<(H" '(='(

a/&4([sO<(^/'(-WE-WV,(I29(:`]5;<(,--W(

cm([.O.VZ_(:^'a'(5!>'(93*'([Z<(,--W;'

W['(Sony, .,W(T'(IB33'(,#(!%(VWOsWW'

W,'(Id'(!%(VWOsWV'(Y">A(%J/( /B*%4(1!=&(

applied the Sony(%&4%(/B%4$#&(/0(%1&(D>&E

41!*$"7( /"%&S%'(H"(Public Relations Society of 

America v. Road Runner High Speed Online, a 

New York court applied the test in a defama-

%$/"(! %$/"'(_ZZ(^'o'I',#(\O_<(\V.sVO(:^'o'(

IB3'(5%'(,--V;'(?1&( /B*%C4(!"!>A4$4(/0(%1&(

First Amendment issue was perfunctory, how-

ever, and the decision’s predictive value is fur-

ther diminished by the fact that another New 

York court has since approved of the Dendrite 

%&4%($"(#$ %!'(See X*&&"@!B6(='(X//7>&<(H" '<(

\OV(^'o'I',#(WZV<(WZ\sZZ(:^'o'(IB3'(5%'(

,--_;(:D"#$"7(Dendrite to be “persuasive 

authority” in pre-action proceeding for discov-

ery, but concluding that it “need not reach 

the issue of the quantum of proof that should 

be required on the merits because, here, the 

statements on which petitioner seeks to base 

her defamation claim are plainly inaction-

!@>&(!4(!(6!%%&*(/0(>!JM;'(H"(General Board 

of Global Ministries of the United Methodist 

Church v. Cablevision Lightpath, Inc., a fed-

eral district court applied the Sony test to an 

action brought under the Stored Communica-

tions Act, in which a corporate plaintiff sought 

0*/6(!"(HIK(%1&($#&"%$%A(/0(!"($"#$=$#B!>(J1/(

allegedly hacked into the e-mail accounts of 

seven of the company’s employees and sent a 

6&44!7&(0*/6(/"&(!  /B"%'(^/'(5jE-WE.WWZ(
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:a8L;(:`?2;<(,--W(cm(.O_Z..,(:`'a'^'o'(

^/='(.-<(,--W;'(?1&( /B*%(*&>$&#(/"(Sony to 

conclude that there was “a minimal expecta-

tion of privacy in the alleged tortious conduct 

4&%(0/*%1($"(%1&(3&%$%$/"'M(Id.(!%(wV'

W.'(See FED. R. CIV. P.(,W:#;(:3*/=$#$"7(

that parties generally may serve discovery 

/">A(!0%&*(8B>&(,W:0;( /"0&*&" &<(U&S &3%(

'('('(J1&"(!B%1/*$N&#(@A('('('( /B*%(/*#&*M;d(

see also, e.g.<(]/"4!"%/(5/'(='(c//#4<(^/'(

Ok-\E5jE--[._E5`P<(,--\(cm(\,[_[_<(!%(

w,(:`'a'(]/'(]!*'(,V<(,--\;(: /B*%(*&GB$*&#(

showing of good cause before granting plain-

tiffs’ ex parte(6/%$/"(0/*(&S3&#$%&#(#$4 /=&*A;'

WO'(9*$4%!(8& /*#4(mm5(='(a/&4([s[Z<(VV[(

T'(IB33'(,#([<(\<(Z(:a'a'5'(,--\;(: $%!%$/"(

/6$%%&#;'

WV'(E.g., id.(!%(Ws_d(m!T! &(8& /*#4<(mm5(

='(a/&4([sV<(^/'(,k-_E5jE[\_<(,--_(cm(

,\W_.V[(:c'a'(]$ 1'(I&3%'(,_<(,--_;'

WW'(I/"A(]B4$ (`"%6C%(H" '(='(a/&4([sO-<(

.,W(T'(IB33'(,#(VVW<(VWO(:I'a'^'o'(,--O;(

(quoting In re j&*$N/"(H"%&*"&%(I&*=4'<(H" ., 

,V_(T'(IB33'(,#(,OO<(,W-(:a'a'5'(,--.;(

(concluding that “there is some level of First 

Amendment protection that should be af-

forded anonymous expression on the Internet, 

even though the degree of protection is mini-

mal where alleged copyright infringement is 

%1&(&S3*&44$/"(!%($44B&M;;'

W_'(LaFace<(,--_(cm(,\W_.V[<(!%(w[d(

see also Arista<(VV[(T'(IB33'(,#(!%(O(:!>>/J-

ing expedited discovery on the sole basis that 

Uva&0&"#!"%4(6B4%(@&($#&"%$D&#(@&0/*&(%1$4(

4B$%( !"(3*/7*&44(0B*%1&*CM(: $%!%$/"(/6$%%&#;;'

W\'(See, e.g'< ]/@$>$4!<(H" '(='(a/&< [_-(K'.#(

_[,<(_[Zs,-(:9*$N'(5%'(933'(,--_;(:*&GB$*-

ing that plaintiff attempt to notify anonymous 

speaker via same medium used to send or post 

43&& 1(!%($44B&;d(a/&(='(5!1$>><(\\O(9',#(OV[<(

OW[(:a&>'(,--V;(:UfJg1&"(T$*4%(96&"#6&"%(

interests are at stake we disfavor ex parte dis-

covery requests”); accord, e.g., a/&(H(='(

Individuals, VW[(T'(IB33'(,#(,OZ<(,VO(:a'(

5/""'(,--\;d(2&4%(c'(H"%C><(H" '(='(a/&<(^/'(

5jE-WE[V._EKLqEaX5<(,--W(cm(,-Z[WZV<(!%(

wW(:a'(9*$N'(PB>A(,V<(,--W;d(5/>B6@$!(H"4'(5/'(

='(I&&4 !"#A' /6<([\V(T'8'a'(V_.<(V_Z(:^'a'(

5!>'([ZZZ;d(a&"#*$%&(H"%C><(H" '(='(a/&(^/'(.<(

__V(9',#(_VW<(_W-(:^'P'(IB3&*'(5%'(933'(a$='(

,--[;(:!>>($63/4$"7("/%$D !%$/"(*&GB$*&6&"%;'

WZ'(See VA. CODE ANN.(+(\'-[EO-_'[:9;:[;

(b) (requiring, inter alia, that the party issuing 

the subpoena make reasonable efforts to iden-

tify the anonymous communicator), discussed 

in text infra'

_-'(See )]X(8& /*#$"74<(H" '(='(a/&4(

[sO<(^/'(-WE-WV,(I29(:`]5;<(,--W(cm(

[.O.VZ_<(!%(w.(:^'a'(5!>'(93*'([Z<(,--W;(

:B4$"7($%4(U!B%1/*$%A(B"#&*(%1&(T&#&*!>(8B>&4M(

%/(/*#&*(!(%1$*#E3!*%A(HIK(%/("/%$0A(4B@4 *$@&*4(

of plaintiffs’ subpoena for their identities); 

Mobilisa<([_-(K'.#(!%(_,[(:!0D*6$"7(%*$!>(

court’s order requiring defendant e-mail ser-

vice provider to notify John Doe co-defendant 

about the proceedings where plaintiff had 

tried but failed, and noting that where a cost 

is involved, plaintiff may be ordered to pay 

%1!%( /4%;d(K/>$%/(='(9Ym(?$6&(c!*"&*<(H" '< 

_\(K!'(a'(h(5'(O%1(.,\<(.O,(:5%'(5/6'(K>'(

,--O;(:*&GB$*$"7(HIK(%/("/%$0A(%1&(!"/"A6/B4(

subscribers before disclosing their identities 

“to afford them a reasonable opportunity to 

petition the court to vacate, reconsider or stay 

%1&(#$4 /=&*A(/*#&*M;'

_['(VA. CODE ANN.(+(\'-[EO-_'[:9;:.;'(

Also, federal law provides that “cable op-

erators”—including cable content providers, 

Internet service providers using cable mo-

dems, and wire and radio communications 

service providers—generally must notify 

a subscriber before disclosing personally 

$#&"%$D!@>&($"0/*6!%$/"($"(*&43/"4&(%/(!(

 /B*%(/*#&*'(See(O_()'I'5'(+(VV[: ;(:@B%(

exempting court orders obtained by govern-

6&"%(&"%$%$&4;'

_,'(__V(9',#(!%(_W-'

_.'([\V(T'8'a'(!%(V_\s\-'

_O'(I/"A(]B4$ (`"%6C%(H" '(='(a/&4([sO-<(

.,W(T'(IB33'(,#(VVW<(VWOsWW(:I'a'^'o'(,--O;'

_V'(See supra("/%&(.,(!"#(!  /63!"A$"7(

%&S%'

_W'([O-(T'(IB33'(,#([-\\(:c'a'(c!41'(

,--[;(:41!*&1/>#&*(#&*$=!%$=&(4B$%;'

__'(Id.(!%([-Z_'

_\'(Id.(!%([-ZV(:#$4 B44$"7(%1&(>/JE@B*#&"(

tests applied in Seescandy and In re Sub-

poena Duces Tecum to AOL and asserting 

%1!%(Uf%g1&(4%!"#!*#(0/*(#$4 >/4$"7(%1&($#&"%$%A(

of a non-party witness must be higher than 

%1!%(!*%$ B>!%&#($"(f%1/4&( !4&4g'(c1&"(%1&(

anonymous Internet user is not a party to the 

case, the litigation can go forward without 

%1&(#$4 >/4B*&(/0(%1&$*($#&"%$%A'(?1&*&0/*&<(

non-party disclosure is only appropriate in 

the exceptional case where the compelling 

need for the discovery sought outweighs the 

First Amendment rights of the anonymous 

43&!Q&*'M;(:&631!4$4($"(/*$7$"!>;'

_Z'(Id.(!%([-ZVsZW'

\-'(`"%&*>$"&(='(K/ /"/(]&#'(5%*.<(^/'(

-\E =E[Z.OE985<(,--\(cm(V[Z,.\W<(!%(wO(

:]'a'(K!'(a& '([[<(,--\;'

\['(In re IB@3/&"!(aB &4(?& B6(%/(9Ym<(

H" '<(^/'(O-V_-<(,---(cm([,[-._,<(!%(w\(

:j!'(5$*'(5%'(P!"'(.[<(,---;'(Y"&( /B*%(1!4(

combined good faith and motion to dismiss 

 /" &3%4($"(%1&(4!6&(!"!>A4$4'(See K/>$%/(='(

9Ym(?$6&(c!*"&*<(H" '<(_\(K!'(a'(h(5'(O%1(

.,\<(..W(:5%'(5/6'(K>'(,--O;(:3>!$"%$00(6B4%(

U4!%$40! %/*$>A(4%!%&fg(!( /7"$N!@>&( >!$6(B"#&*(

K&""4A>=!"$!(>!JM(!"#(#&6/"4%*!%&(%1!%(41&(

“is seeking the requested information in good 

faith and not for some improper purpose such 

as harassing, intimidating or silencing her crit-

$ 4<M(!6/"7(/%1&*(*&GB$*&6&"%4;'

\,'(VA. CODE ANN.(+(\'-[EO-_'[:9;:[;:!;(

:&631!4$4(!##&#;'

\.'(?1&(5!>$0/*"$!(m&7$4>!%B*&( /"4$#&*&#(

enacting, but ultimately did not enact, a simi-

>!*(3*/=$4$/"'(See Julia Scheeres, Making It 

Harder for Prying Eyes, WIRED<(]!A(V<(,--.<(

available at 1%%3knnJJJ'J$*&#' /6n3/>$%$ 4n

>!Jn"&J4n,--.n-VnV\_,-'

\O'(In re 2!S%&*<(^/'(-[E---,WE]<(,--[(

cm(.O\-W,-.(:c'a'(m!'(a& '(,-<(,--[;'

\V'(See id.(!%(w[,s[_'

\W'(T/*(&S!63>&<(4B@3/&"!4($44B&#(B"#&*(

the DMCA may be defective if they are not 

$44B&#($"(!  /*#!" &(J$%1(%1&(9 %C4(43& $D (

*&GB$*&6&"%4'(See [_()'I'5'(+(V[,:1;'

\_'(^/'(aj(-_E-,,(:]/"%'(a$4%'(5%'<(o&>-

>/J4%/"&(5/B"%A<(I&3%'(.<(,--\;'

\\'(MONT. CODE ANN'(+(,WE[EZ-,<(et seq.

\Z'(?1&( /B*%(1&>#(%1!%(%1&(41$&>#(>!J(

not only affords a statutory privilege to 

F/B*"!>$4%4<(@B%(!>4/<($"(&00& %<( /#$D&4(%1&(

First Amendment rights of news sources to 

43&!Q(!"/"A6/B4>A<(*&R& %$"7(!(>&7$4>!%$=&(

determination that those rights outweigh the 

rights of civil litigants to obtain their identi-

%$&4'(See ?*!"4 *$3%(/0(L&!*$"7(/"(]/%$/"(%/(

xB!41(!%(,\s,Z<(Doty(:^/'(aj(-_E-,,;'

Z-'(See 2&!>(='(5!>/@*$4$<(^/'(-\E59E[-_V(

:T>!'(5$*'(5%'<(YQ!>//4!(5/B"%A<(Y %'(Z<(,--\;(

(applying the Florida Shield Law, FLA. STAT. 

+(Z-'V-[V<(%/(7*!"%(!(%1$*#E3!*%A("&J43!3&*C4(

motion to quash a subpoena seeking the iden-

tifying information of an anonymous poster 

%/(%1&("&J43!3&*C4(J&@4$%&;d(a/&(='(?I<(^/'(

-\-.-WZ.(:Y*'(5$*'(5%'<(5>! Q!6!4(5/B"%A<(

I&3%'(.-<(,--\;(:!33>A$"7(%1&(Y*&7/"(]&#$!(

Shield Law, OR. REV. STAT'(+(OO'V[-<(et seq., 

to deny plaintiff’s motion to compel produc-

tion of information identifying the author of 

!"(!"/"A6/B4(@>/7( /66&"%;'

Z['(9>%/"(?&>'(='(H>>$"/$4<(^/'(-\E]8EVO\(

:H>>'(5$*'(5%'<(]!#$4/"(5/B"%A<(]!A([V<(,--Z;'

Z,'(Id.(!%(.<(Ws_'(?1&(*&>&=!"%(3/*%$/"4(/0(

%1&(41$&>#(>!J(3*/=$#&(%1!%(Uf"g/( /B*%(6!A(

compel any person to disclose the source of 

any information obtained by a reporter” unless 

“all other available sources of information 

1!=&(@&&"(&S1!B4%&#('('('(f!"#g(#$4 >/4B*&(/0(

the information sought is essential to the pro-

%& %$/"(/0(%1&(3B@>$ ($"%&*&4%($"=/>=&#'M(_.V(

ILL. COMP. STAT.(++(Vn\EZ-[<(Z-_:,;'

Z.'(Alton Tel.<(^/'(-\E]8EVO\<(!%(_'

ZO'(Id. !%(VsW(:&631!4$4($"(/*$7$"!>;'(9(

U4/B* &M($4(#&D"&#(@A(%1&(41$&>#(>!J(!4(U%1&(

person or means from or through which the 

"&J4(/*($"0/*6!%$/"(J!4(/@%!$"&#'M(_.V(ILL. 

COMP. STAT.(+(Vn\EZ-,: ;'
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4A4%&6(!"#(1$4(4&"4&(/0($"%&7*$%A'(Y%1&*4(
may think he was merely a pawn in a 
3/>$%$ !>(3>!A'(8&7!*#>&44<(J1!%(1!3-
pened to him could happen again if, 
as has too often happened, people feel 
threatened and want to punish those with 
J1/6(%1&A(#$4!7*&&'(H"(%1/4&( $* B6-
stances it is imperative that we allow the 
broadest range of speech short of falsely 
 *A$"7(UD*&M($"(!( */J#&#(%1&!%&*'(H%(
also demonstrates why we need to rid 

ourselves of the threat of being charged 
with criminal libel, which still remains 
a statutory crime in seventeen states, 
$" >B#$"7(]!44! 1B4&%%4<(3>B4(%1&()'I'(
j$*7$"(H4>!"#4'. 

Endnotes
['(See MASS. GEN. LAWS ANN.  1'(,_\<(

+(\'(See also(5/66/"J&!>%1(='(`"J*$71%<(

[VW(^'`'(WV<(W_(:[Z,_;'

,'(5/66/"J&!>%1(='(90 $"(m/@&><(_,(

^'`'(Z__(:]!44'([Z-V;<

.'(See JOSEPH R. NOLAN & LAURIE J. 

SARTORIO, MASSACHUSETTS PRACTICE SE-

RIES—CRIMINAL LAW(+(V.O(:.#(&#'(,--Z;'(

See also(2$>>(i&"%J/*%1A(h(2&%1(51&4%&*4-

man, Criminal Libel Statutes, State by State 

:9B7'([-<(,--W;<(T$*4%(96&"#6&"%(5&"%&*<(

available at(1%%3knnJJJ'D*4%!6&"#6&"%

 &"%&*'/*7n!"!>A4$4'!43Sl$#u[_,W.'

My Grandfather Went to Jail for Libel
(Continued from page 17)

ZV'(OO(5!>'(83%*'(.#(_,<(ZZ(:5%'(933'(

,--W;'

ZW'(See, e.g.<(X>/@!>(?&>&6&#$!(H"%C>(H" '(='(

a/&([<([.,(T'(IB33'(,#([,W[<([,WZs_[(:5'a'(

5!>'(,--[;(:7*!"%$"7(#&0&"#!"%4C(6/%$/"(%/(

4%*$Q&(3B*4B!"%(%/(5!>$0/*"$!C4(!"%$EIm9KK(

statute in a defamation action against those 

who had anonymously posted comments to 

!(4& B*$%$&4(#&!>&*4C(6&44!7&(@/!*#;d(K!%&*"/(

='(IB3&*'(5%.<(_\(5!>'(83%*'(.#(,OO<(,V-(:5%'(
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