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Does one have a reasonable expectation
of privacy in the contents of a post-
card, discussing highly personal medi-
cal information that is dropped into a
U.S. postal box for mailing? Years ago,
this question was posed to attendees
at the Media Law Resource Center’s
“London Conference” at Stationer’s
Hall. All of the American attorneys in
the audience raised their hands express-
ing the belief that there is no such
expectation of privacy in the postcard’s
contents because it was open to viewing
by anyone who came in contact with
it. In contrast, the European (indeed,
all non-American) practitioners in
attendance expressed their belief that
the contents of the postcard enjoyed
privacy protection because it contained
highly personal and intimate informa-
tion, not intended for a mass audience.
This concrete example starkly demon-
strates how different cultural norms
shape the view of what is a reasonable
expectation of privacy.

The postcard example was not a
purely theoretical exercise; the point
it illuminated is firmly grounded in
American privacy law. After all, the
Constitution prohibits the govern-
ment from conducting an unreason-
able search or seizure of information,
which has been judicially limited to
information as to which an individual
has both a subjective expectation of
privacy and an objectively reasonable
one. In order for an expectation of
privacy to be reasonable, it must “be
one that society is prepared to recog-
nize as ‘reasonable.””! Similarly, for
information to be subject to a privacy
expectation that is protectable in civil
tort law,” the defendant’s intrusion
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into one’s sphere of personal privacy
must be “a substantial one, of a kind
that would be highly offensive to the
ordinary reasonable [person],”* and
must interfere with a privacy expecta-
tion that is objectively reasonable.*
Expressly recognizing the degree
to which such determinations are
governed by the social norms of the
relevant community, the Restatement
declares that “[t]he protection afforded
to the plaintiff’s interest in his privacy
must be relative to the customs of the
time and place, to the occupation of
the plaintiff and to the habits of his
neighbors and fellow citizens.”

Precisely what type of privacy ex-
pectation society is prepared to recog-
nize as reasonable varies not only by
geography or nationality, as between
individuals living in the United States
and those living across the pond, but
also by age. Today’s younger users
of social media (tweeters, bloggers,
and other so-called netizens) have
decidedly different notions of what it
means to post information to limited
or restricted communities using online
social media platforms than do their
older counterparts who may spend
little, if any, time participating in such
virtual communities. Yet, it is this old-
er cohort who presently predominate
the ranks of judges, the individuals
who decide what types of information
society as a whole is prepared to rec-
ognize and protect as private.®

This article examines how social
norms, customs, and mores are
evolving among users of online social
media, and how those norms of what
is a reasonable expectation of privacy
may be in tension with the current
view from the bench. One note up
front: the authors do not offer a nor-
mative assessment (i.e., what the law
should be), but only a more modest,
descriptive analysis of the current
state of the law as well as some pre-
dictions about where the law may be
headed in the future.

Tell One, Tell All

Although there are some exceptions,
the prevailing view of information
disclosure is as follows:

a person cannot have a justifiable
and constitutionally protected
expectation that a person with whom
he is conversing will not then or
later reveal that conversation . . .
Basically, the Supreme Court has
recognized the simple fact that a
thing remains secret until it is told to
other ears, after which one cannot
command its keeping. What was
private is now on other lips and can
no longer belong to the teller.”

As a related and logical extension of
this conception of voluntary informa-
tion disclosure as, essentially, a waiver
of one’s reasonable expectation of pri-
vacy, the courts have consistently held
that “what a person knowingly exposes
to the public, even in his home or office,
is not subject to [constitutional] protec-
tion [as private information].”

Of course, these doctrines are lim-
ited to information that is voluntarily
disclosed by the person claiming a
privacy interest in the information.

In contrast, when a person’s private
information is obtained or disclosed
without his or her consent, those rules
are inapplicable.’ It is also worth men-
tioning that what is a reasonable ex-
pectation of privacy may also depend
on the context of the intrusion: crimi-
nal versus civil, government actors
versus nongovernmental actors.!'

As online social media use has
grown, users have become more com-
fortable sharing their biographical
information, photos, videos, personal
hygiene habits, and other hobbies and
interests publicly. Those of us with
gray hair (or who once purchased 45-
rpm singles) view those who regularly
tweet, blog, and post personal photo
albums as essentially treating their
lives as an open book—exposing one’s
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daily routines, and often including
not only the mundane but also highly
personal and intimate details, to pub-
lic view.!! In actuality, though, many
online social media site users restrict
at least some of the information they
disclose to only their own contacts

or “friends,” even if they also (must)
assume that such information can be
easily transmitted and disseminated
outside that circle of invited guests,'?
and may also in many circumstances
be accessed by complete strangers.
Nevertheless, many such users demon-
strate an expectation that the informa-
tion they have posted will be “public”
only within the circle of friends, no
matter how large that circle may be.
The question for the courts, and ulti-
mately for society, is whether such an
expectation is objectively reasonable.!?

What Is Public in Other Contexts?
Before the creation and proliferation
of online social media platforms, the
Supreme Court addressed whether
people had a reasonable expectation
of privacy in the phone numbers they
dialed, which were necessarily and
automatically exposed to the phone
company, i.e., a third party, every time
that they placed a call.'* The police,
acting without a search warrant, had
attached a pen register to the suspect’s
phone, which recorded all of the phone
numbers that he dialed."> The suspect
claimed that this was an unreasonable
search in violation of his rights under
the Fourth Amendment. The Supreme
Court disagreed.'® The suspect could
not have had a reasonable expectation
of privacy, the Court held, because
he must have known that he was
transmitting that information to the
phone company every time he dialed
a number.!” “[E]ven if [the suspect]
did harbor some subjective expecta-
tion that the phone numbers he dialed
would remain private, this expectation
is not ‘one that society is prepared to
recognize as ‘reasonable.””!8
Importantly, the Court drew a
distinction between an individual’s
privacy expectation in phone numbers
dialed with his privacy expectation
in the contents of his phone conver-
sations: “Although [the suspect’s]
conduct may have been calculated to
keep the contents of his conversation
private, his conduct was not and could
not have been calculated to preserve

the privacy of the number he dialed.”"

E-mails, like the phone numbers
dialed (as opposed to the contents of
phone conversations), are exposed to
third parties because they are transmit-
ted through an Internet service provid-
er (ISP). However, in contrast to how
courts have treated other open com-
munications, multiple courts have held
that the contents of e-mails are pre-
sumptively private.?’ In United States
v. Warshak, the Sixth Circuit likened
e-mail in the hands of one’s e-mail pro-
vider (or ISP) to traditional mail sent
through the post office, where no user
of the post office would reasonably
expect a mail carrier to open his or her
mail.?! Similarly, the court reasoned
that merely because the ISP could ac-
cess e-mail at any time did not mean
that the user reasonably expects the
ISP to do so0.2 “[T]he mere ability of a
third-party intermediary to access the
contents of a communication cannot
be sufficient to extinguish a reasonable
expectation of privacy.”? Thus, the
court concluded, e-mails are more like
sealed envelopes than postcards whose
contents are open for all to see.

Courts have consistently drawn
a distinction between one’s privacy
expectations in the contents of an e-
mail message and in the transactional
information (like a phone number
dialed) that identifies a communica-
tion but that does not disclose its con-
tents.?* For example, the Ninth Circuit
has said that e-mail users “have no
expectation of privacy in the to/from
addresses of their messages or the IP
addresses of the websites they visit be-
cause they should know that this infor-
mation is provided to and used by In-
ternet service providers for the specific
purpose of directing the routing of
information.”? Information like an IP
address or the addressee of an e-mail
is considered to be the same as a dialed
phone number that is automatically
transmitted to the phone company.

Open Social Networking Sites

Turning away from transactional data
that users necessarily transmit each
time they access the Internet to the ac-
tual posting of content (text, photos,
video, etc.), the courts have thus far
analogized such publications to shout-
ing from a rooftop or posting a sign
on a kiosk in the town square. The
basis for these rulings is the courts’

understanding of what users reason-
ably expect under the circumstances:
any information users share with a
social networking site has been pro-
vided to the site. This holds true even
if users were to use the site’s privacy
settings to hide the information from
everyone but themselves.?”” The privacy
policies of many social networking
sites warn users that the very purpose
of the site is to share information, and
users should be aware that the public
can see posts.? Because the Internet is

Like all other written

communications, post-
ings and user profiles on
social media sites are
open to subpoena . ..

public and users by posting informa-
tion have agreed to make the informa-
tion public, courts tend to analogize
social network postings to a bulletin
board instead of a private e-mail.

To be sure, the body of case law in
this area is still relatively sparse, and
only a handful of courts have had
occasion to grapple with the rapidly
evolving nature of privacy settings
and their implications for reasonable
expectations of privacy. Two leading
cases suggest that courts will view
information posted on a publicly avail-
able social media site as not entitled
to any privacy protection (regardless
of how few people actually accessed
the information) and may well treat as
private information whose access is re-
stricted to a class of people (not open
to all) even if it is a large class.

In the first category, the Califor-
nia Court of Appeal held in Moreno
v. Hanford Sentinel that a teenager’s
poem posted to her MySpace page
was not entitled to privacy and there-
fore a high school principal did not
invade her privacy when he provided a
copy of that poem to the town news-
paper, which published it.? Although
the student left the poem online only
for a few days and intended only that
a few people see it, the court ruled that
her potential audience was “vast.”*
“Under these circumstances, no rea-
sonable person would have had an
expectation of privacy regarding the
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published material.”?!

In the same vein, although from a
very different vantage point, a Min-
nesota court held that a clinic worker’s
posting to her MySpace page consti-
tuted sufficiently widespread publicity
to make out a claim for publicity given
to private facts (by the person whose
private information was publicized),
even though the posting was available
online only for a few days.*> The de-
fendant, a worker at a medical clinic,
upon seeing a relative come into the
clinic for treatment, accessed the rela-
tive’s chart and learned that she had
been treated for a sexually transmit-
ted disease.’® The worker created a
MySpace page revealing the relative’s
identity and that she had cheated on
her husband.** Although possibly as
few as six people had accessed the
page, the court held that because the
page was “available to the public at
large,” it was sufficient to satisfy the
widespread publicity element of the
tort claim.® Thus, the patient, whose
private information was posted to
the public without her consent, had a
valid privacy claim against the clinic
worker for the MySpace posting.

Social Media Sites and Civil Discovery
Like all other written communications,
postings and user profiles on social me-
dia sites are discoverable and subject
to subpoena, as long as the subpoena
or discovery request is not overly
broad and the information sought is
relevant to the matters being litigated.
In resolving civil discovery disputes,
several courts have reached the same
conclusion as the court in Moreno, that
information that is available to all on
the Internet, even if it was subjectively
intended only to be seen by a limited
audience, is not entitled to a reason-
able expectation of privacy.*® The more
intriguing question is whether users
can maintain a reasonable expectation
of privacy when they post information
to a social media website that is not
available to everyone but is restricted
to a defined and delimited group of
friends or contacts.

In Romano v. Steelcase,’ the court
granted a defendant’s motion for ac-
cess to the private portions of a per-
sonal injury plaintiff’s Facebook and
MySpace pages because the publicly
available portions showed her as active
and apparently healthy; therefore, the

defendant claimed, the private por-
tions of her social network pages were
likely to include other relevant infor-
mation.*® Notably, the court held that
the plaintiff had no reasonable expec-
tation of privacy in her social network
postings, including those restricted to
certain colleagues or acquaintances,
because the sites’ “very nature and
purpose” was to share information
with others.*” She consented to share
her personal information with others,
notwithstanding her privacy settings
that limited who she authorized to
view her information: “Since Plain-
tiff knew that her information may
become publicly available, she cannot
now claim that she had a reasonable
expectation of privacy.”* Quoting a
law review article, the court stated: “In
this environment, privacy is no longer
grounded in reasonable expectations,
but rather in some theoretical protocol
better known as wishful thinking.”!

In contrast to the ruling in Romano,
a federal district court in California
has held that information posted on-
line that is shared only with a limited
group (even a potentially large one) is
entitled to privacy and therefore not
discoverable though a civil subpoena
under the Stored Communications
Act (SCA), 18 U.S.C. §§ 2701 et seq.
In Crispin v. Christian Audigier, Inc.,*
a clothing designer sued a clothing
manufacturer over the use of designs
without attribution. In discovery, the
defendant manufacturer sought, via a
subpoena on the plaintiff’s ISP, all of
the designer’s communications through
social networking sites, including those
he had restricted only to his friends by
using the site’s settings restricting ac-
cess. The court remanded to the trial
court to determine whether the evi-
dence showed the plaintiff’s postings
to Facebook and MySpace were in fact
not available to the general public but
instead restricted to identified indi-
viduals. If so, the court held the post-
ings would be private communications,
which are not discoverable though a
civil subpoena under the SCA.# If, on
remand, the postings were found to
be restricted to only certain friends of
the plaintiff, they would be function-
ally equivalent to e-mails, despite their
being “available to hundreds or thou-
sands of approved users.”*

The court in Romano took the view
that anything posted online was public

(i.e., no longer private) because of the
potential for anyone to see it (osten-
sibly through reposting by someone
with access rights), even if the user had
restricted the information to a select
group of people. The Crispin court
took a very different view of one’s pri-
vacy expectation in information shared
only with a select group of individuals,
even if that group is quite large (e.g.,
thousands of approved recipients).

Limited Information Disclosure

Many, perhaps even the majority, of
users of social networks consider their
information open only to those within
their circle of contacts, no matter how
large that circle may be.* The way
people use social networks, i.e., assum-
ing that the information that they post
will be seen only by those to whom
they have given permission, comports
more with cases where courts have
found a reasonable expectation of
privacy in information that someone
shared only with a limited group of
intimates, not in a public setting.

Even before the advent of the In-
ternet, a few courts recognized that,
in certain circumstances, disclosure
of information to a limited group of
people (even absent any contractual or
other legal duty that they maintain its
confidentiality) does not forfeit one’s
reasonable expectation of privacy in
such information. For example, in
Times Mirror Co. v. Superior Court of
San Diego,* the California Court of
Appeal found actionable as a publica-
tion of private facts a newspaper’s
publication of the name of a witness to
a crime (before the murderer had been
apprehended), notwithstanding the
fact that the plaintiff had disclosed that
information to “certain friends, neigh-
bors, and family members.” The court
determined that her identity as the per-
son who had discovered the body and
identified the murderer was not thereby
rendered public information: “Talking
to selected individuals does not render
private information public. . . . On the
record before us we cannot say Doe
rendered otherwise private information
public by cooperating in the criminal
investigation and seeking solace from
friends and relatives.”?

The California Court of Appeal
again recognized a continuing privacy
interest, even following disclosure of
information to a select group of family
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and friends, when it held actionable an
invasion of privacy claim by children
on a Little League team whose photo
was published by Sports Ilustrated in
connection with a story about Little
League coaches and managers who
molest children.* The court stated
that “the claim of the right of privacy
is not ‘so much one of total secrecy
as it is the right to define one’s circle
of intimacy—to choose who shall see
beneath the quotidian mask.””* Even
though the photograph at issue had
been distributed among family mem-
bers of the Little League players, the
court held that the “photograph was
intended to be private, only for dissem-
ination among family and friends.”>
California’s Supreme Court ad-
opted the same view with respect to
information that is disclosed to some,
but not to the general public, in Sand-
ers v. American Broadcasting Co.:

Privacy, for purposes of the intrusion
tort, is not a binary, all-or-nothing
characteristic. There are degrees

and nuances to societal recognition
of our expectations of privacy: the
fact that the privacy one expects in a
given setting is not complete or abso-
lute does not render the expectation
unreasonable as a matter of law.’!

Notably, however, none of these
cases involved information that was
held open for viewing by the general
public. Indeed, the decision in Sand-
ers, which involved a TV news crew’s
surreptitious videotaping of conver-
sations between workers in an office
setting, expressly distinguished other
cases on grounds that “[a]s the briefed
question is framed, the interactions
at issue here could not have been wit-
nessed by the general public.”

The case law is consistent with the
view of the Restatement of Torts,
which recognizes that privacy of cer-
tain information may be maintained
so long as the individual “does not
expose [that information] to the public
eye, but keeps [it] entirely to himself or
at most reveals [it] only to his family or
to close personal friends”; the Restate-
ment further makes clear that “there is
no liability for giving . . . publicity to
what the plaintiff himself leaves open
to the public eye.”** What the age of
online social media calls into question
is what this comment means when it

mentions “close personal friends.” For
example, in the wake of his infamous
public meltdown, television star Char-
lie Sheen began tweeting to more than
two million of his Twitter followers

as well as making his tweets publicly
available. Even if he had restricted his
tweets to be visible only to his follow-
ers, that would be a fairly sizeable col-
lection of close personal friends.

As the postcard example demon-
strates, the means by which infor-
mation is transmitted to others can
be determinative of its status in the
privacy analysis. There is a pivotal dif-
ference between sending e-mail or text
messages to one or several recipients
(any one of whom could, lawfully,
thereafter forward that information
on to others or post it publicly online)
and sending information to one’s fol-
lowers via a website like Twitter, which
may be accessible to anyone (if not
restricted only to one’s followers).**

Password-Protected Networks
When information is only accessible
to a closed group of subscribers, some
courts have held that it is entitled to
a reasonable expectation of privacy.
For example, in Pietrylo v. Hillstone
Restaurant Group, information posted
on a restaurant’s employee-only social
media site was held to be nonpublic,
and a manager’s access to that closed
site was deemed unauthorized when the
manager pressured an employee to give
him the password.? The site in question
was an employee-created chat group on
MySpace.com, accessed by invitation
and then the members’ MySpace ac-
counts and passwords, to which the cre-
ator had restricted access.*® The court
sustained the jury’s finding that the
restaurant manager’s repeated access to
the site violated the SCA because the
employee who provided the manager
her password did so under a perceived
threat to her employment, and thus her
“purported ‘authorization’ was coerced
or provided under pressure.” The
website’s contents made clear that “it
was intended to be private and only ac-
cessible to invited members.”® Notably,
though, the jury returned a defense
verdict on the plaintiffs’ common law
invasion-of-privacy claim, which was
not the subject of a post-trial motion.”
A similar employee-only restricted
website was held to be private in Konop
v. Hawaiian Airlines, Inc., where the

website’s creator, a commercial airline
pilot, had restricted access to a list of
employees.®® Konop had restricted ac-
cess to his website exclusively to fellow
Hawaiian Airline pilots but permitted
them to create their own passwords.®!
Two pilots had given a manager per-
mission to create passwords using their
names, and the Ninth Circuit held that
the manager’s access was unauthorized
(in violation of the SCA) because they
had never used the site themselves and
were therefore not users who could

. . . there is a difference
between the privacy
expectations of
“digital natives” . ..
and those of “digital
immigrants” . ..

authorize the manager’s access.®? Be-
cause Konop had plainly intended to
restrict his website to a list of autho-
rized users, he had an expectation that
the posts on his website would remain
within that group of users and not ac-
cessed by uninvited visitors.®

What Does Age Have to Do with It?
Both Pietrylo and Konop involved
limited-access discussion boards
that provided access only to certain
identified authorized users. In contrast,
social network sites like Facebook are
accessible to much broader audiences.
Despite these rather stark factual dis-
tinctions, many social network users,
particularly those of certain genera-
tions, expect that their information will
remain within the network and not be
seen by the vast potential audience, as
the court in Moreno described it.
According to surveys, a majority
of social network users take advan-
tage of the networks’ privacy set-
tings and, based upon those settings,
believe that they have some privacy
online.** A 2009 study of college stu-
dents at the University of Miami in
Florida and Ryerson University in
Canada showed that most of these
students thought it was wrong for
someone to whom they did not give
permission to access their social
media pages.®> A majority of these
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students believed that they had taken
appropriate steps to keep their infor-
mation within their own set of friends
or contacts.’ The survey’s authors
described the students as “technologi-
cally savvy, yet somewhat dismissive
of potential risks online.”®” The au-
thors of that study formulate “a no-
tion of privacy based on the expected
accessibility of personal information
to social constituencies.”*

The results of the 2009 survey led
another author, Bryce Clayton New-
ell, to argue that even though social
network users posted information on
the Internet, and by doing so appar-
ently expressed a desire to share that
information with the general public,
their use of network privacy settings
to restrict access of their information
only to their “contacts” demonstrated
that the users did not intend the infor-
mation to be fully public. Thus, they
maintained a reasonable expectation
of privacy in such information, despite
sharing it with a large group of se-
lected individuals. Accordingly, Newell
advocates, courts should not treat the
information as public.”

Notably, Newell says that there
is a difference between the privacy
expectations of “digital immigrants,”
defined as those who did not grow up
using Facebook, and those of “digital
natives,” i.e., young people like the
subjects of the 2009 study, who did.™
While the former treat the Internet as
public, the latter retain an expectation
that what they post will and should
remain among the people they choose
to see it.”" Other commentators, rec-
ognizing this growing community
view (in other words, the social norm)
concerning limited information disclo-
sure, even on publicly available media,
have advocated for a change in the
law, to recognize and embrace what
this segment of society is willing to
recognize as a reasonable expectation
of privacy.”

As further support for this sub-
cultural view of limited information
disclosure (i.e., rather than a binary
choice between complete secrecy and
no privacy), several privacy breaches
involving social networks or similar
websites and the resulting outcry clear-
ly demonstrate the expectation of users
that certain information they share
with a social media website will remain
only within their circle of friends.

Social Media Faux Pax

Three incidents and the public reac-
tion to them illustrate that social media
site users actually do expect that their
information will remain within their
social network, at least if the user

has not affirmatively consented to its
release or disclosure. Users reacted
poorly to Facebook’s launch of its
Beacon feature, which lifted data from
external websites to Facebook users’
feeds; to the hacking of Twitter, result-
ing in a potential privacy breach; and
to Google’s launch of the Buzz feature,
which created a Facebook-like interface
within its e-mail system and made all
its users’ contacts visible to each other.

Facebook’s 2007 launch of its
Beacon feature, which sent data from
external advertisers’ sites to Facebook
so that Facebook users could share
their purchases with their contacts,
sparked an immediate user outcry.”
The feature fed information about us-
ers’ purchases into their news feeds,
the list of actions Facebook users see
about their friends when they log into
the site. Beacon let users know when
someone they knew had made a pur-
chase and what that purchase was (in
some cases, spoiling surprise Christ-
mas gifts).” Beacon transmitted data
about purchases to Facebook even
when a user opted out of having the
purchase displayed in his feed, which
was of particular concern to social-
network watchers.”

Upset Facebook users filed a class
action lawsuit over Beacon, which was
settled in February 2010.7 Facebook
terminated Beacon in November 2009,
although the site continued to collect
information from third-party advertis-
ers unless the user had opted out of
the setting.”” Users filed a new class
action lawsuit over this feature, alleg-
ing violations of the Electronic Com-
munications Privacy Act (ECPA), 18
U.S.C. §§ 2510 et seq.; the SCA; and
California law.” In May 2011, the dis-
trict court granted Facebook’s motion
to dismiss these claims.” Facebook did
not violate the ECPA, the court held,
because, as a lawful recipient of the
communications, it had permission to
divulge them.®® Facebook did not vio-
late the SCA, the court held, because
the plaintiffs sent their information
either to Facebook or directly to an
advertiser by clicking on a banner ad,
and in either case Facebook or the

advertiser had lawfully received the
communication.®!

In January and again in April
2009, the networking site Twitter
was hacked by intruders who gained
access through Twitter employees’
logins.®? The hackers sent fake tweets
from accounts, including those of
Fox News and President Barack
Obama.® The FTC filed a formal
complaint alleging that Twitter vio-
lated the Federal Trade Commission
Act, 15 U.S.C. §§ 41-58, by represent-
ing that it “used reasonable and ap-
propriate security measures to honor
the privacy choices exercised by
users” when it did not.* Twitter al-
lowed employees to use their personal
e-mail accounts to access Twitter’s
administrative functions and did not
have password strength requirements,
thereby allowing hackers to gain ac-
cess by using a random-password
generator.® The FTC said that be-
cause Twitter did not take appropri-
ate security measures but represented
that it did, Twitter had engaged in
deceptive trade practices.’ The FTC
and Twitter entered into a consent
order that became final on March 2,
2011, barring Twitter for twenty years
from misleading consumers about
its security measures and ordering
Twitter to honor the privacy choices
expressed by Twitter users.®’

In February 2010, the search en-
gine Google, in an effort to compete
with social media sites like Facebook,
launched Google Buzz, a social net-
working engine within its Gmail e-
mailing system, which allowed users
to post social updates to their existing
e-mail contacts.®® Users complained
about the automatic opt-in nature of
Google Buzz, which made all of their
contacts visible to each other, includ-
ing highly personal contacts, such as
doctors and attorneys, whom users
might not have wanted their entire
e-mail address book to see.¥ One blog-
ger found herself being followed on
Google Buzz by her abusive ex-hus-
band, who was one of her e-mail con-
tacts.”’ She strongly objected to him
automatically seeing her recent com-
ments on other posts and especially her
location because she did not want him
to be able to track her movements.’!
The Electronic Privacy Information
Center (EPIC) filed a complaint with
the FTC against Google alleging “clear
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harms” to service subscribers, includ-
ing the disclosure of “deeply personal
information” such as which contacts
users e-mailed most often.”?

Google almost immediately backed
off on Buzz’s so-called auto-follow
feature and apologized to its users.”
The FTC charged Google with decep-
tive practices in its rollout of Buzz,
and Google and the FTC entered a
settlement agreement in March 2011.%
Under the agreement, approved Oc-
tober 11, 2011, Google will have to
implement a comprehensive privacy
program and undergo regular FTC
audits for the next twenty years.”

These three recent incidents all
show that even when users willingly
share their information with social
networking sites, they want that infor-
mation to be secure and expect that
the information will only be shared
with people the users choose. Notably,
the Google Buzz outcry shows that
this expectation extends to items such
as e-mail addresses in which several
courts have found no reasonable ex-
pectation of privacy.”

Before You Click “Send”

Many users’ subjective expectation
of privacy in information they post
to a social media site does not nec-
essarily coincide with courts’ views
that such information is entitled to
no reasonable expectation of privacy
because it is either available to the
public or shared with a sufficiently
large group. At present, the traditional
view—that information available

to all (even if only actually viewed
by a limited group) or shared with

a sufficiently large group is entitled
to no expectation of privacy that
“society is prepared to recognize as
reasonable”—prevails.

As we said at the outset, we do not
offer a prescription for where the law
governing privacy expectations on
social networking sites should evolve,
or even whether any further evolution
is appropriate. However, it appears
there may well be further evolution
of the legal doctrine of information
disclosure away from a binary, all-
or-nothing, approach toward a more
nuanced view of “limited information
disclosure” that is dependent, in large
part, on the privacy setting of various
social networking sites (which them-
selves continue to evolve rapidly),”’

and, perhaps, the size of the group
that is given access to the information.
There may well be a shift to accepting
a more limited expectation of privacy
in partial disclosure of information to
a select group of recipients, not limit-
ed to one’s close personal friends. This
shift is all the more likely to occur

at some point in the not-too-distant
future, when more judicial robes are
donned by digital natives.
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