Brave New World? Legal Issues
Raised by Citizen Journalism
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Citizen journalism, though still in its
infancy, is beginning to move into the
mainstream. Traditional news organi-
zations increasingly are publishing
and broadcasting content generated in
part, in whole, or in collaboration with
what one observer called “the people
formerly known as the audience.”
The widely shown video of police re-
sponding to the Virginia Tech shoot-
ings, for example, was taken by a stu-
dent on his mobile phone and submit-
ted to CNN through its I-Report citi-
zen journalism website portal.? News
reports of almost exclusively local in-
terest are being posted on hyperlocal
news sites,’ including those of tradi-
tional media organizations.* And some
news organizations are experimenting
with having professional journalists
collaborate with readers and others
outside the newsroom to gather and
analyze information that is incorpo-
rated into news reports.’

This phenomenon is not entirely
new. The Zapruder film of the assassi-
nation of President Kennedy foreshad-
owed the practice of news organiza-
tions regularly using photographs and
videos taken by nonprofessionals, and
letters to the editor have been precur-
sors to the reader comments sections
of news websites. What has changed is
technology and the increased involve-
ment of the “audience” earlier in the
process of gathering and producing
news. Cell phone cameras and ubiqui-
tous high-speed Internet access make
it possible for people physically near a
newsworthy event to record images
and quickly transmit them anywhere.
The Web also makes collaboration in
creating news reports substantially
easier. Interwoven with these techno-
logical advances are changes in the
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public’s attitude toward the news.
Now that the Internet allows greater
participation in the process of creat-
ing the news, it appears that at least
some citizens want to partake in non-
professional journalism.

The growing use of citizen journal-
ism to gather news and create content
inevitably raises legal questions.
Conventional media law and intellec-
tual property concepts are applicable
or adaptable to this new realm, but
courts have yet to address these doc-
trines in the context of citizen journal-
ism. This article will explore some of
these issues, acknowledging that
many of them are at this point theoret-
ical and that it is difficult to predict
how the legal framework overlaying
the rapidly changing citizen journal-
ism movement will evolve. We focus
primarily on questions related to how
citizen journalism presently is being
utilized by traditional media organiza-
tions, but many of the issues ad-
dressed also apply to all forms of
citizen journalism.

We first explore the variety of citi-
zen journalism efforts under way. We
then examine legal issues these efforts
may raise with respect to the familiar
categories of publication liability,
newsgathering liability, copyright,
and subpoenas.

Citizen Journalism by Traditional
News Organizations

It is difficult to catalog all of the ways
in which traditional news organizations
currently are engaged in citizen journal-
ism. Indeed, there is no single definition
of citizen journalism, or even a single
name for it.° Rather, citizen journalism
encompasses a broad range of vehicles
and techniques for publishing and
broadcasting content created, in part or
in whole, by nonprofessionals.” These
presently include reader comments, fo-
rums, reader blogs, hyperlocal reader-
generated news, user-generated photo-
graphs and videos, reverse publishing,
and “crowdsourcing.”

Reader Comments

In a broad sense, citizen journalism
includes the increasingly familiar op-
portunity for readers to comment on
stories, editorials, blogs, and other
content published on a news website.
Reader comments often are reactions
to the published content, but they also
can contain information that advances
the story, including breaking news
and new leads and sources.® Some
news organizations provide reader
comment sections on nearly all elec-
tronic content.” Others only allow
comments to a limited number of
items, commonly opinion-related
pieces such as editorials, op-eds, and
blogs." Larger websites receive thou-
sands of comments per day, making it
difficult, if not impossible, to screen
the comments before they are
posted.' Many news organizations,
however, try to review comments in
advance or monitor them promptly
after posting.

Forums

Some news organizations also host
forums (sometimes called discussion
groups or message boards) on their
websites that provide citizens with the
opportunity to post views on a wide
range of subjects. Comments on fo-
rums normally are not reviewed or
edited before they are posted. In
addition to commenting on a particular
news story, users have the opportunity
to start discussions about any topic.
The Fort Myers News-Press website,
for instance, hosts forums on topics
ranging from immigration issues to lo-
cal traffic problems to high school
softball.”? The forums also are the place
where much of the News-Press’s
crowdsourcing efforts, discussed be-
low, take place.

Reader Blogs

A number of newspapers and other
news organizations now host weblogs
written by members of the community.
The Houston Chronicle, for example,
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hosts dozens of blogs, some written by
reporters and others by members of
the public."” News organizations that
host blogs commonly solicit these con-
tributions." Frequently they are not
edited by the news organizations
before publication.'

Hyperlocal Reader-Generated News
An increasing number of news organi-
zations are turning to readers to report
news that is of such singularly local
interest that the news organization
might not otherwise cover it. For ex-
ample, the Rocky Mountain News
launched YourHub.com in April 2005
with websites for thirty-nine Denver-
area communities.'® Co-owned by
E.W. Scripps and MediaNews Group,
YourHub.com now has more than 100
sites in eight states, most of which are
associated with local newspapers."’
Readers contribute stories on every-
thing from local government to Little
League. In July 2007, the Oxnard,
California, YourHub.com site, which
is associated with the Ventura County
Star, included stories written by read-
ers on the National Night Out program
in a small town, a club of local owners
of classic Chevys, and an accident on
a local road in which a car ended up
on top of a wall, among many others.'
“It’s a new approach to news, a parti-
cipatory approach that puts you—our
readers—at the center of the equa-
tion,” Rocky Mountain News editor
John Temple wrote in launching
YourHub.com.” The degree to which
reader-generated hyperlocal stories are
edited varies, but many are not re-
viewed at all by news organizations
before they are posted.”

User-Generated Photographs
and Videos
Some of the most memorable exam-
ples of citizen journalism are photo-
graphs and videos of breaking news
events taken by ordinary citizens,
such as seen recently with the London
subway bombing, the Indian Ocean
tsunami, Hurricane Katrina, and the
Virginia Tech shootings. Many of
these vivid images were recorded by
members of the public on cell phone
cameras and camcorders before pro-
fessional journalists arrived on the
scene.

Although members of the public

have long gathered newsworthy im-
ages, technology now allows these
photos and videos to be instantly up-
loaded to the Internet. The photos and
videos generated during the 2005
London terrorist attacks were consid-
ered by many a watershed event in
citizen journalism. BBC, for instance,
received more than 1,000 photo-
graphs and twenty pieces of amateur
video in the first six hours after the
bombings, many of which it used in
its coverage.’' Based on these experi-
ences, many television news organi-
zations have set up portals on their
websites that invite members of the
public to submit newsworthy videos.
CNN solicits user-generated videos
through I-Report, as does ABC News
on i-Caught, Fox News Channel on
uReport, and MSNBC on First
Person. As a result, CNN’s earliest
on-scene video of the Virginia Tech
shootings was the mobile phone video
shot by graduate student Jamal
Albarghouti, which he submitted
through I-Report.*

Reverse Publishing

Several news organizations that use cit-
izen journalism on their websites also
reverse publish some of the content by
using it in print sections of newspapers.
In Denver, for example, some content
that is originally published on various
local YourHub.com websites is repub-
lished in weekly zoned print sections
sent to Denver Post and Rocky
Mountain News subscribers.” The
Chicago Tribune recently began the
same practice with Triblocal.com.*
Similarly, ABC News began broadcast-
ing user-generated video in August
2007 in a new television news maga-
zine based on i-Caught video.”

Crowdsourcing
Crowdsourcing is the term increas-
ingly used to describe efforts, both in
and out of journalism, to harness the
combined knowledge and talent of
many individuals to perform jobs tra-
ditionally assigned to a single per-
son.” Familiar examples outside of
journalism include Wikipedia and
“open-source” software development.
In citizen journalism, crowdsourc-
ing, also called pro-am journalism (as
in professional-amateur), is beginning
to be used by news organizations in

several ways. One of the most fre-
quently cited examples is the Fort
Myers News-Press’s investigation into
exorbitant prices charged to connect
new homes to water and sewer lines.”
Instead of having reporters conduct a
traditional investigation, the newspa-
per asked its readers to use their
knowledge and expertise to help find
out why the cost was so high.*® The
response was surprising and over-
whelming. A government insider
leaked documents that contained evi-
dence of bid-rigging, retired engineers
and accountants analyzed blueprints
and balance sheets posted online, and
discussions in forums generated
leads.” The newspaper published sev-
eral reader-assisted articles based on
the information, after which the water
line fees were lowered by 30 percent
and an official resigned.* An even
more ambitious experiment,
Assignment Zero, engaged hundreds
of amateur volunteers to report and
write a series of stories for Wired
magazine, with professional journal-
ists volunteering as editors.’! And the
Associated Press this year began col-
laborating with the citizen journalism
network NowPublic, which claims to
have 100,000 contributors in 140
countries, to gather breaking news.*

Publication Liability

The use of citizen journalism by tradi-
tional news organizations is likely to
lead to some new and untested legal
issues in defamation, invasion of
privacy, and other publication claims.
Many traditional media law concepts
and principles are certain to be rele-
vant in this new realm, but it is far
from clear how courts will apply them
or if they will establish new doctrines.
Among the issues that could be rele-
vant to practitioners are Section 230
and liability, terms of service, and
scienter issues.

Section 230 and Liability

One of the most common concerns
that reader comments sections, fo-
rums, reader blogs, and user-gener-
ated hyperlocal news raise for news
organizations is potential liability for
defamatory and other potentially ac-
tionable statements posted by readers.
Such content is posted with exceeding
frequency, especially in reader com-
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ments sections and forums. The con-
cern is sometimes strongest when the
content is not reviewed before it is
published, but, conversely, there is of-
ten concern when the news organiza-
tion has some involvement in solicit-
ing or editing the material.

As publishers, news organizations
face potential exposure for defamatory
statements contained in letters to the
editor in print versions of newspapers.
However, as a result of Section 230 of
the Communications Decency Act, the
same statements typically do not give
rise to liability by a news organization
when published in a reader comments
section or forum of its website.*
Section 230(c)(1) provides that “[n]o
provider or user of an interactive com-
puter service shall be treated as the
publisher or speaker of any informa-
tion provided by another information
content provider.” In other words, an
interactive computer service is im-
mune from being treated as a pub-
lisher of information provided by an-
other party.** Although the phrase in-
teractive computer service might seem
to address only Internet Service
Providers (ISPs), courts consistently
have construed it broadly.** Operators
of websites, including those that pro-
vide news and those that give readers
an opportunity to comment on various
topics, qualify for immunity under the
statute.’® As a result, news organiza-
tions should be immune from liability
for most statements made by readers
in comments sections and forums.

No court yet has addressed directly
the application of Section 230 to
reader blogs, and it is possible they
will be treated differently from state-
ments in reader comments sections
and forums. Because reader blogs of-
ten are actively solicited by news or-
ganizations, a court might not consider
them to have been “provided by an-
other information content provider.”?’

A key federal district court deci-
sion, Blumenthal v. Drudge,* con-
cerned a close factual analogue to a
reader blog. In Blumenthal, America
Online (AOL) contracted with Matt
Drudge to provide his report (not un-
like a blog) to AOL subscribers, and
under the agreement AOL maintained
some editorial control over the con-
tent. Nevertheless, the district court
interpreted Section 230 as giving AOL

immunity. The court noted that
Congress’s stated intention for Section
230 to be “an incentive . . . to self-po-
lice the Internet for obscenity and
other offensive material”* suggested
that immunity was contemplated even
where the interactive computer service
has the right and ability to make edito-
rial changes. No higher court has yet
addressed the issue of reader blogs,
and whether other courts will follow
Blumenthal is unclear.

However, a number of courts have
left open the possibility that active so-
licitation of content could eliminate
Section 230 immunity, albeit in differ-
ent circumstances. In Hy Cite Corp. v.
badbusinessbureau.com, L.L.C., de-
fendants operated a website called the
Rip-off Report, which published con-
sumer complaints about businesses
and individuals.* Plaintiff alleged that
various defamatory complaints about
it were posted on the website and con-
tended that the website ““solicit[ed]
individuals to submit reports with the
promise that [they] may ultimately be
compensated.’”*! Defendants moved to
dismiss several claims, arguing that
Section 230 provided immunity for
posted complaints. The court denied
the motion, holding that the allega-
tions could support a finding that de-
fendants were “‘responsible . . . for
the creation or development of infor-
mation provided’” by others in re-
sponse to the solicitation.®

Is publishing hyperlocal news sto-
ries written by readers protected by
Section 230? News organizations can
argue that they are simply providers of
interactive computer services posting
information provided by another infor-
mation content provider, and therefore
they are protected. But this would cre-
ate an anomaly such that a news or-
ganization would be liable for posting
on its website a defamatory story about
a local event written by a professional
journalist on its staff, but immune for
an identical one written by an amateur.
On the other hand, not extending
Section 230 immunity to hyperlocal
news would be equally inconsistent
because a news organization would be
liable for a reader-generated “story”
published in the news section of its
website, but immune if the identical
content appeared as a “posting” in a
reader comments section or forum.

Two difficult issues arise in this
context. One is the status of the citi-
zen journalist. Courts may consider a
reader who provides a hyperlocal
news story to be comparable to a re-
porter or freelancer for the news or-
ganization and thus not an outside in-
formation content provider. The role
of the news organization also may be
significant. Depending on whether
and to what extent the story was ed-
ited before it was published, courts
may find that there was sufficient in-
volvement by the news organization
such that the content can no longer be
considered to be provided by another
information content provider.

Three aspects of citizen journalism
by traditional news organizations are
not likely to be protected by Section
230. First, reporters and editors some-
times post their own comments in
reader comments sections and forums
in response to questions or comments.
Such comments are not likely to be
treated any differently from any other
information created and published by
the news organization.* Similarly,
some news organizations, such as the
Fort Myers News-Press, are using fo-
rums to communicate with readers as
part of collaborative pro-am citizen
journalism efforts. If a reporter, for
example, asked readers in a forum if
they had any information about a par-
ticular public official taking bribes,
Section 230 immunity appears un-
likely. In contrast, a news organization
could expect to have immunity for
publishing replies to such a question.
Finally, reverse publishing is likely to
be held to destroy any Section 230
protections. In these circumstances,
the news organization is no longer act-
ing as a provider or user of an interac-
tive computer service, but as a tradi-
tional publisher (or republisher).*

Terms of Service

News organizations commonly re-
quire anyone who wants to post con-
tent on their websites to agree to cer-
tain terms of service. Such terms of-
ten forbid posting a wide range of ma-
terial that could create liability or be
offensive. For example, the
Washington Post’s Discussion
Guidelines advise readers that they
may not post content that is “libelous,
defamatory, obscene, abusive, that vi-
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olates a third party’s right to privacy,
that otherwise violates applicable lo-
cal, state, national or international
law, or that is otherwise inappropri-
ate.”* The Post’s guidelines, like
those of most other news organiza-
tions, also prohibit knowingly posting
any content that violates the copy-
right or intellectual property rights of
others.* Terms of service also typi-
cally include clauses that indemnify
the news organization for any claim
that arises out of a violation of the
terms.” On many news organization
websites, the terms of service are pre-
sented to the user in connection with
a required registration process.*
Although the registration forms com-
monly purport to bind the user to the
terms of service, the terms themselves
are frequently on another page.*
Terms of service are useful in that
they provide explicit rules of the road
for users of websites. But the extent
to which they have legal significance
is not fully clear. For example, if a
user posts defamatory material on a
news organization’s website and the
news organization is sued, would a
court enforce an indemnity clause in
the terms of service against the user?
Several aspects of contract law are
implicated by this scenario. First, are
the terms of service unenforceable
due to a lack of assent? Assent, in the
context of an online contract, often
depends on whether the contract is a
“clickwrap” or “browsewrap” agree-
ment. Courts tend to enforce click-
wrap agreements, which require a
user to affirmatively click on an “I
accept” or similar button.” In
browsewrap agreements, by contrast,
the terms simply are published on the
website and purport to bind users
without requiring express assent.
Courts have reached varying conclu-
sions about the enforceability of
browsewrap agreements. These deci-
sions often turn on the prominence of
the placement of the terms of service
and the sophistication of the user.”!
Assenting to terms of service as part of
the registration process is more compa-
rable to a clickwrap agreement than to a
browsewrap one, and thus courts are
likely to conclude that a user agreed to
them. In a handful of cases, though,
courts have taken notice when the ac-
tual terms of service are not on the

page on which the user registers, but
they have not found a lack of assent
on those grounds.™

Second, are specific provisions
of a website’s terms of service uncon-
scionable? In certain circumstances, for
example, courts have found arbitration
clauses in online agreements uncon-
scionable.”® Similarly, for news organi-
zation terms of service, a court may
find unconscionable a clause requiring
an individual reader blogger or the con-
tributor of a local news story to indem-
nify a large news organization.

Scienter Issues

Courts have yet to address scienter is-
sues in the context of citizen journal-
ism. In any defamation claim, a news
organization can only be liable if it
publishes the challenged statements
with the required degree of fault.

The use of citizen journalism presents
unique issues in this regard, but
decisions in broadly comparable
circumstances are likely to provide
some guidance.

Consider, for example, the Fort
Myers News-Press’s crowdsourcing of
the investigation into exorbitant prices
being charged to connect new homes
to water and sewer lines. What if the
readers who helped analyze the bal-
ance sheets had ulterior motives to
damage the reputation of a govern-
ment official and falsely made it ap-
pear that the high prices were the re-
sult of the official taking kickbacks?
The newspaper’s professional journal-
ists, unaware of the ulterior motive,
could unknowingly publish false and
defamatory statements. Similarly,
imagine that an amateur reporter for
Assignment Zero negligently mis-
quoted a source, producing defamatory
quotes that Wired published, or that a
citizen journalist writing for a
YourHub.com site posted a false story
about a teacher using corporal punish-
ment. It is difficult to know how these
scenarios would fit into a court’s fault
analysis if the news organization were
sued.

One critical issue is whether the
state of mind of citizen journalists will
be imputed to news organizations. If a
court analogizes citizen journalists to
news sources, their state of mind, even
if strongly biased, should not form the
basis of a finding of actual malice by

the newspaper. As the Fourth Circuit
held in Reuber v. Food Chemical

News, Inc., “[s]elf-interest . . . moti-
vates many news sources; if dealing
with such persons were to constitute
evidence of actual malice on the part of
a reporter, much newsgathering would
be severely chilled.”**

Perhaps a better analogy for citi-
zen journalists is freelancers. Because
they directly collaborate with the pro-
fessional journalists, these amateurs
are not sources in the traditional
sense. Thus, courts may look to deci-
sions considering whether the state of
mind of freelancers can be attributed
to the news organizations that pub-
lished their stories. These cases gen-
erally hold that although the state of
mind of an employee journalist can
be imputed to his or her employer
under respondeat superior principles,
an independent contractor’s state of
mind cannot.”

However, a few decisions appear to
leave open the possibility that a free-
lancer’s state of mind can be imputed
to a news organization. In McFarlane
v. Esquire Magazine, the D.C. Circuit
observed that although two earlier ap-
pellate decisions “seem to require an
employment relationship, they might
also be understood as supposing that
some kinds of intense editorial in-
volvement by a publisher’s employees
might entangle them in the independ-
ent writer’s thought process enough to
serve as a basis for holding the pub-
lisher vicariously liable.”*
Nevertheless, the McFarlane court
concluded that “we doubt that actual
malice can be imputed except under
respondeat superior,” and it affirmed
summary judgment for the publisher.”

When considering scienter, another
issue raised by citizen journalism is
the difficulty of ascertaining the relia-
bility of information and documents
received over the Internet, or even
verifying the identity of a source or
collaborator. News organizations have
experienced problems with doctored
photographs and documents in recent
years, including the fabricated
National Guard documents that em-
broiled CBS News in controversy in
2004. Although doctored photographs
and documents can be transmitted in
many ways, the Internet allows
sources and citizen journalists to do
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so easily and with limited or no
traces. Will a court take note of the
problem of establishing reliability in
the Internet context, find that the
newspaper should be aware of these
difficulties, and impose a heightened
obligation to verify?

Relying on sources or collaborators
obtained in crowdsourcing could raise
similar issues to those raised by receiv-
ing documents via the Internet.
Because of the well-known difficulty
of ascertaining a person’s true identity
over the Internet, a court might con-
clude that it is negligent to rely on a
source or collaborator located this way.
This problem also could impact an
analysis of actual malice. Reckless dis-
regard for the truth can be established
where a story “is based wholly on an
unverified anonymous telephone
call.”® A court could determine that
crowdsourcing a source or collaborator
is as untrustworthy as using an anony-
mous one and conclude that using a
news organization had an obligation to
investigate information received from
that source before publishing.

Liability for Unlawfully
Acquired Information
Crowdsourcing or otherwise soliciting
source material from readers or view-
ers also may raise potential liability
for newsgathering torts, such as viola-
tion of wiretapping laws or conver-
sion. Journalists who receive unso-
licited “purloined” documents or a
tape of an illegally intercepted phone
call from a third party can be reason-
ably sure that using information from
such material will not trigger liability
based on the underlying act as long as
it involves a matter of public concern
and they have not participated in that
act.”” Under Bartnicki v. Vopper and
the cases following that decision, the
news media cannot be held liable for
publishing lawfully obtained informa-
tion on matters of public concern,
even if they knew or had reason to
know that the material itself had been
obtained unlawfully by a third party.®
On the other hand, the Supreme
Court consistently has avoided ad-
dressing the question of whether the
media may be punished for publish-
ing information acquired unlaw-
fully.®' The Court has held that “gen-
erally applicable laws do not offend

the First Amendment simply because
their enforcement against the press
has incidental effects on its ability to
gather and report the news.”®
Bartnicki suggests further that a ma-
jority of the Court might sanction
publishing liability in cases where the
media participated, directly or indi-
rectly, in the unlawful conduct
through which the information was
obtained. In his concurring opinion,
Justice Breyer specifically noted that
the media had “‘neither encouraged
nor participated directly or indirectly
in the interception.” No one claim[ed]
that they ordered, counseled, encour-
aged, or otherwise aided or abetted
the interception, the later delivery
of the tape by the interceptor to an
intermediary, or the tape’s still later
delivery by the intermediary to
the media.”®

The exact nature of the conduct nec-
essary to trigger such liability has not
been defined by the Supreme Court,
and only a few lower courts have con-
sidered the issue. Actively counseling
a source regarding the unlawful con-
duct would likely be sufficient, and
even a journalist’s contemporaneous
knowledge of his source’s conduct
may trigger liability. In Peavy v.
WFAA-TV, Inc., for example, the Fifth
Circuit found that a reporter’s interac-
tions with his source could be suffi-
cient to hold the reporter and the tele-
vision station liable under federal and
state wiretap laws for disseminating in-
formation from the recordings.*
Specifically, the reporter had coun-
seled his source to continue making
recordings of a neighbor’s telephone
calls and “instructed [him] nof to turn
the recorder on and off while listening
to the intercepted conversations, and
not to edit the tapes.”® Such conduct is
likely the direct participation alluded
to in Bartnicki.* The Fifth Circuit also
found that “[a] reasonable jury . . .
could conclude that defendants’ will-
ingness to pursue the investigation . . .
encouraged [the source] to continue in-
tercepting, and recording, the [plain-
tiff’s] conversations.” Although this
seems less likely to rise to the level of
participation referenced in Bartnicki,
the Supreme Court’s denial of certio-
rari in Peavy leaves that unclear.

As when working with any source,
journalists and news organizations en-

gaging in crowdsourcing should pro-
ceed with caution with respect to
these issues. General ethical standards
clearly will continue to apply.
Journalists soliciting input or source
material from readers should be
specifically aware of any conduct that
could be deemed to encourage illegal
behavior and should keep in mind that
a source actually collaborating on the
journalist’s story may become quite
invested and, consequently, be more
apt to cross certain lines.

Liability for Inciting
Risky Behaviors
Soliciting reader and viewer participa-
tion in newsgathering also has the po-
tential to trigger traditional negligence
liability for any physical injuries in-
curred by the citizens to themselves or
others resulting from their attempts to
gather news. Such solicitations may
result in litigation against the journal-
ist or news organization if they are
deemed to have encouraged, pro-
moted, or incited risky behavior.®
With increasing frequency, news
organizations now commonly suggest
that readers or viewers submit stories,
photographs, and video.” Although at
first blush it may appear unlikely that
these requests could result in physical
injury, care should be taken to limit
any such risks. The incentives for an
amateur photographer to see his pho-
tograph prominently displayed are
great. Those incentives become
greater still if attached to some type
of financial reward and, when com-
bined with the need to get the first or
best shot, make the potential for phys-
ical injury more foreseeable.” An or-
ganization alleged to have set such
conduct in motion may face liability.
A general request for submissions
is obviously unlikely to support this
type of negligence claim. On the other
hand, soliciting specific stories related
to unfolding events or, moreover,
placing a “bounty” on a particular
photograph may involve some risk of
litigation.” Consider, for example, a
feature offered on the website
SpyMedia. SpyMedia is one of a num-
ber of websites that offer a forum for
amateur photographers to sell their
photographs online. It also allows
users to “place bounties on photos you
want the Spy Media community to get
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for you.”” Although the bounties
placed thus far have been relatively
tame, the potential risks bear consid-
eration. Tying a prize to a specific
photograph in this manner could con-
ceivably create a crowd of amateur
paparazzi. If pursuit of a photographic
bounty results in an injury, it would
not be surprising if litigation follows.

Weirum v. RKO General, Inc., a
case frequently cited by plaintiffs in
such lawsuits, is one of the few cases
of this type in which judgment for
plaintiff was allowed to stand. In
Weirum, the California Supreme
Court held that a broadcaster could be
held liable for injuries to third parties
caused by its listeners.” The radio sta-
tion, which had a significant teenage
audience, conducted a promotional
contest in which the first person to
physically locate the disc jockey in
the city received a cash prize.” Two
listeners, competing to follow the disc
jockey, raced down a freeway, subse-
quently forcing a car off the road and
killing the driver.”

The court found the defendants
owed the decedent a duty because it
was foreseeable that their listeners, in
an effort to obtain the offered prize,
would drive recklessly.” Noting that
“[1]iability is imposed only if the risk of
harm resulting from the act is deemed
unreasonable,” the court focused on the
radio station’s attempt to “devise[] an
‘exciting’ promotion” and “generate a
competitive pursuit on public streets,”
thereby creating a risk of a “high speed
automobile chase.””” The court dis-
agreed with the defendants’ contention
that the First Amendment provided a
defense, holding that “[t]he First
Amendment does not sanction the in-
fliction of physical injury merely be-
cause achieved by word.”” Although
subsequent to Weirum courts generally
have found that the First Amendment
bars such claims, actions seeking dam-
ages based on this type of “incitement”
or “clear and present danger” theory
routinely have been permitted to pro-
ceed at least to summary judgment and
in some cases through trial.”

Liability for Copyright
Infringement

Even seasoned professionals do not
always fully understand the intricacies
of copyright law; ordinary readers are

unlikely to be educated in such doc-
trines. For example, many people er-
roneously believe that anything pub-
lished on the Internet is in the public
domain or that anything can be
reprinted as a fair use if the individual
is not a professional making money
from the publication. Even relatively
sophisticated bloggers have found
themselves subject to copyright
claims.® As one author has noted, “[a]
culture of cut-and-paste is made to or-
der for the Net, where an almost-any-
thing-goes attitude prevails.”®

As traditional media organizations
increasingly incorporate user-generated
content, copyright infringement liability
is not an insignificant risk. Even
unedited, user-directed content may ex-
pose news organizations to a certain de-
gree of potential liability if appropriate
procedures are not followed. Unlike tort
claims, Section 230 “does not clothe
service providers in immunity from
‘law[s] pertaining to intellectual prop-
erty.””® Although courts have inter-
preted the exemption provided by
Section 230 as barring certain state law
intellectual property causes of action
such as unfair competition, federal in-
tellectual property claims do not fall
within the statute’s provisions.®

With respect to user-directed con-
tent, news organizations may find a
safe harbor in Title II of the Digital
Millennium Copyright Act (DMCA).*
For purposes of the § 512(c) safe har-
bor, a service provider is defined as “a
provider of online services or network
access, or the operator of facilities
therefor.”® As is the case with Section
230, the term service provider has
been interpreted broadly under the
DMCA.* To be eligible for the statu-
tory limitation on liability, the organi-
zation must not have “actual knowl-
edge” of an infringement or awareness
“of facts or circumstances from which
infringing activity is apparent” and
must comply with specific notice,
takedown, and put-back procedures.”
This safe harbor does “not affect the
question of ultimate liability under the
various doctrines of direct, vicarious,
and contributory liability,” but it limits
remedies to injunctive relief.*

Although an in-depth review of the
requirements of the DMCA is outside
the scope of this discussion, at a mini-
mum news organizations should re-

view their posting and submission
policies and ensure the information is
up-to-date.” If reader submissions are
not vetted, the DMCA should protect
the organization as long as it adheres
to the notice and takedown provisions
of the statute. If reader submissions
are reviewed or edited and a potential
infringement is detected, the safest
course is to remove that content re-
gardless of whether a notice has been
received unless it is clear that a de-
fense such as fair use applies.”

Who Owns the Copyright?

Another intellectual property issue
raised by crowdsourcing, or pro-am
journalism,” is the ownership of the
copyright in the resulting article.
Determining ownership of a work pro-
duced through collaboration presents
a thorny legal issue.”

Under the federal Copyright Act,
joint work is defined as “a work pre-
pared by two or more authors with the
intention that their contributions be
merged into inseparable or interde-
pendent parts of a unitary whole.””
Authors in a joint work hold undivided
interests in that work, even if their con-
tributions are relatively minor.*
However, who is an author is not statu-
torily defined, resulting in “competing
interpretations” of the criteria neces-
sary to establish authorship.”

“Courts have applied two tests to
evaluate the contributions of authors
claiming joint authorship status:
Professor Nimmer’s de minimis test
and Professor Goldstein’s copy-
rightable subject matter (‘copyrighta-
bility’) test.”* The majority of courts
presently appear to have adopted the
copyrightability test, which requires
that the claimant demonstrate that his
contribution to the joint work was in-
dependently copyrightable.”” Under
this standard, “[a] creative contribu-
tion does not suffice to establish au-
thorship,”* and, thus, a person who
“contribute[s] merely nonexpressive
elements to a work™ will not be
granted a copyright.” Professor
Nimmer’s test, which requires only
that the claimant made more than a de
minimis contribution to joint efforts
resulting in a copyrightable work, has
found limited support, especially in
circumstances in which there is
demonstrable intent to create a joint

Published in Communications Lawyer, Volume 25, Number 2, Summer 2007. © 2007 by the American Bar Association. Reproduced with permission. All rights
reserved. This information or any portion thereof may not be copied or disseminated in any form or by any means or stored in an electronic database or retrieval
system without the express written consent of the American Bar Association.



work.'® Courts following this view
have held, inter alia, that “the word
‘author’ refers to a person ‘who is the
source of some form of intellectual or
creative work’”'*! and that, where there
is an intent to create a joint work, a
person who has contributed noncopy-
rightable ideas to that work should be
accorded joint author status.'”

Thus, if a member of the “crowd”
can demonstrate that he contributed
something independently copy-
rightable, he will have a strong claim
that he is a joint author in the work.
Moreover, even if his contribution was
limited to ideas, he may still have a
colorable claim in certain jurisdictions
if there was significant collaboration
on the article. Although joint authors
may unilaterally use or license (nonex-
clusively) the joint work, coauthors
may also be accountable for any “prof-
its realized from [their] sole use of the
jointly owned work.”'* Thus, organi-
zations should avoid opening them-
selves up to such claims.

In practical terms, this issue only
will arise if an amateur contributor ac-
tually participates in the writing
process. Journalists need to be aware
of this risk and know what measures
need to be in place if such a collabora-
tion is undertaken. Amateur contribu-
tors should be treated according to the
organization’s practices for freelance
writers, with all rights clearly outlined.
Terms of use, although sufficient to es-
tablish a nonexclusive license of lim-
ited reader-generated content, will not
be sufficient to transfer copyright own-
ership.'*

Subpoenas

In addition to liability issues, citizen
journalism raises questions regarding
the protection of confidential sources.
Indeed, one of the issues at the fore-
front of the legal debate concerning
nontraditional journalists is determin-
ing whether they should be afforded
the protection of the reporter’s privi-
lege.'” For instance, there has been
deep controversy over whether nontra-
ditional journalists such as Josh Wollf,
the video blogger who spent 226 days
in jail for refusing to turn over to a
grand jury outtakes of a clash between
police and protesters, should be pro-
tected and over how encompassing the
language defining journalism and jour-

nalist in the proposed federal shield
law should be written.'”

A full examination of these impor-
tant issues is beyond the scope of this
article. However, these issues may
have practical significance for news or-
ganizations engaged in citizen journal-
ism, primarily in instances of close col-
laboration between professional and
amateur journalists. For example, the
extent to which nontraditional journal-
ists are afforded the reporter’s privilege
may become critical if an amateur
learns the identity of a professional’s
confidential source in the course of col-
laborating on a story. The protections
that the reporter’s privilege provides to
traditional news organizations and pro-
fessional reporters would be under-
mined if an amateur journalist in these
circumstances were ordered to disclose
the identity of the confidential source.

In addition, news organizations with
reader comments sections and forums
frequently receive requests, and some-
times subpoenas, for disclosure of the
identity of anonymous posters. Most
often, these requests are from compa-
nies or individuals seeking to identify a
person they believe defamed or dispar-
aged them. News organizations also re-
ceive requests from law enforcement
officials for the identity of posters. A
body of law has developed in this area,
primarily in response to subpoenas by
civil plaintiffs on ISPs for the identities
of anonymous individuals who have
posted allegedly defamatory statements
on the Internet (for example, in Yahoo!
chat rooms).

This developing law would appear
to be applicable to news organizations
as well. Indeed, one of the leading
cases, Doe v. Cahill, involved an
anonymous blogger who posted al-
legedly defamatory statements about a
city councilman in a blog sponsored
by the Delaware State News." In
these cases, the courts generally have
protected the identity of posters based
on their right to speak anonymously.
In Cahill, the Delaware Supreme
Court held that plaintiffs would be en-
titled to learn the identity of the
anonymous blogger from his ISP only
if they could make a prima facie
showing that their claim against the
blogger could survive summary judg-
ment.'”® Other courts, however, have
been less protective.'” Although there

is not yet a similar body of law relat-
ing to law enforcement subpoenas, as
with the reporter’s privilege, courts
may be more likely to enforce subpoe-
nas in the criminal context.

One new issue that recently has
emerged is the threat of litigation
from an anonymous poster when a
news organization reveals the poster’s
identity in response to a subpoena.
Earlier this year, a plaintiff in New
Jersey filed a complaint alleging that
NJ.com, the online affiliate of the
Newark Star-Ledger and other news-
papers, wrongfully failed to protect
his anonymity when it revealed his e-
mail address in response to a civil
subpoena without first notifying
him."° Plaintiff, then a Teaneck coun-
cilman, anonymously posted on an
NJ.com forum statements critical of a
former fireman who had repeatedly
brought civil rights claims against the
town. The councilman alleged that in
response to a subpoena by the fireman
for the e-mail addresses of all anony-
mous posters who had been critical of
him, the website provided several, in-
cluding his. The councilman resigned
after his identity became public and
then sued NJ.com.

In his complaint, the former coun-
cilman alleged that NJ.com breached
its privacy policy,"! which he con-
tended bars the website from releas-
ing identifying information pursuant
to a subpoena unless legally required
to do so. He also alleged that the
website violated procedures estab-
lished in Dendrite International, Inc.
v. Doe for notifying anonymous
posters of a subpoena.'? In Dendrite,
a New Jersey appeals court held that
when a party seeks the name of an
anonymous poster from its ISP, the
ISP must first attempt to notify the
poster of the subpoena so that the
poster has the opportunity to contest
it."" In the NJ.com case, plaintiff con-
tended that the website had an obliga-
tion to notify him of the subpoena be-
fore it disclosed his e-mail address.
This case may be the first time that a
plaintiff has sought to hold a news or-
ganization, or even an ISP, liable for
disclosing identifying information
without informing the anonymous
poster of the subpoena.'

At this point, the ramifications of
Dendrite are not clear. Certainly,
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news organizations should review
their privacy policies, keeping the
potential for such claims in mind.
Whether courts will find that the
notification obligations imposed on
parties in cases such as Dendrite also
apply to forum hosts, regardless of
the content of their privacy policies,
is yet to be determined.

Conclusion

Citizen journalism, in its many differ-
ent varieties, has started to take root
within the traditional news media.
This new frontier of journalism offers
citizens the opportunity to become
involved in the process of gathering
and reporting the news in ways never
before possible, expanding the con-
versation beyond the newsroom.
Although it is not yet clear to what
degree this trend will revolutionize
the news industry, it appears that citi-
zen journalism, in one form or an-
other, is here to stay.

This emerging phenomenon is
likely to raise fresh legal challenges.
Although not all of these issues will
be novel, they will arise in compara-
tively uncharted legal waters. This
article is not intended to be a compre-
hensive guide to these questions, but,
hopefully, it will provide practitioners
a starting point for navigating this
new path. [
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